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Abstract—The Internet of Things (IoT) conceives a world
where everyday objects are able to join the Internet and ex-
change data as well as process, store, collect them from the
surrounding environment, and actively intervene on it. An
unprecedented number of services may be envisioned by
exploiting the Internet of Things. Fog Computing, which is also
known as Edge Computing, was proposed in 2012 as the ideal
paradigm to support the resource-constrained IoT devices in data
processing and information delivery. Indeed, the Fog, which does
not replace the centralized Cloud but cooperates with it,
distributes Cloud Computing technologies and principles any-
where along the Cloud-to-Things continuum and particularly at
the network edge. The Fog proximity to the IoT devices allows
for several advantages that must be continuously guaranteed,
also when end devices move from one place to another. In this
paper, we aim at examining in depth what it means to provide
mobility support in a Fog environment and at investigating what
are the main challenges to be faced. Besides, in order to highlight
the importance of this topic in everyday life, we provide the
reader with three scenarios where there is an integration between
the IoT and Fog Computing, and in which mobility support is
essential. We finally point out the main research directions in the
field.
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I. INTRODUCTION

The Internet of Things (IoT) has proved to be a real revo-
lution in Information and Communication Technologies (ICT).
It conceives a world in which every single object, from a
computer to a not communicating "dumb" thing (e.g., a lamp
post, a dumpster, a refrigerator), can join the Internet. Such
objects may not only exchange data, but they can also store
and process them as well as collect them from the surrounding
environment through sensors and actively intervene on it
through actuators. Besides, people can take part in this ambi-
tious scenario, consuming and producing data through their
smartphones and wearable devices. The [oT is strongly disrup-
tive: with the widespread distribution of these “smart” devices,
cities may finally transform into Smart Cities which can be
sensed and controlled, and a large number of services may be
envisioned for the betterment of citizens’ lives. In order for
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these services to become real, the great amount of collected
data (i.e., the Big Data) needs to be processed and the obtained
insights need to be retrieved. However, data processing and
information delivery cannot be performed by the IoT devices
themselves because of their limited physical resources. To
overcome this issue, the IoT devices may offload the collected
data and computation onto the Cloud, exploiting its almost
limitless resources.

In 2012, Bonomi et al. [1] proposed Fog Computing,
which is also known as Edge Computing, as the ideal para-
digm to support the resource-constrained IoT devices. Indeed,
Fog Computing, which is not supposed to replace the cen-
tralized Cloud but to coexist and cooperate with it, distributes
Cloud Computing technologies and principles (i.e., virtual-
ization, scalability, pay-per-use model) anywhere along the
Cloud-to-Things continuum and particularly at the network
edge, in close proximity to the IoT devices. Therefore, rather
than always offloading data and computation onto a distant,
centralized Cloud, the smart objects may also take advantage
of closer, resource-rich, and Cloud-enabled nodes, namely the
Fog nodes. Their proximity to the IoT devices is the key ena-
bler of several advantages that were not possible when con-
tinuously offloading onto the distant Cloud. The principal ones
are:

¢ alow and predictable latency;

e asubstantial reduction of bandwidth consumption;
e more privacy; and

e context awareness.

Fog Computing is a relatively new concept; therefore, it
still presents a large number of challenges and open issues to
be solved. Some of the most fascinating have to be faced in
order to provide mobility support to the end devices: the
aforementioned advantages of Fog Computing need to be
continuously guaranteed, not only when nodes are static, but
also when they move from one place to another. Nodes
mobility compromises Fog Computing benefits indeed, as,
when a node moves, the distance between it and the Fog node
that hosts the Fog application component increases. Therefore,
what has to be done is to migrate the Fog application com-



ponent from one Fog node to another, keeping it close enough
to the associated mobile node. Thus, mobility in a Fog en-
vironment raises computational challenges besides the net-
working ones. In this paper, we investigate the issue of
mobility support in a Fog environment, focusing on a specific
category of mobile nodes: the mobile IoT devices. In
particular, we survey the related work in the field and identify
possible new research directions.

The rest of the paper is organized as follows. Section II
presents three scenarios where mobility support is essential.
Section III provides a description of the problem and of the
main challenges, while Section IV reports the related work. In
Section V, we point out the main research directions in the
field. Finally, in Section VI, we draw some conclusions.

II.  SCENARIOS OF MOBILE IOT IN A FOG ENVIRONMENT

The number of mobile devices connected all over the
world is everyday increasing at an unprecedented rate. Ac-
cording to [2], global mobile devices were 7.6 billion in 2015,
8.0 billion in 2016 and are predicted to reach 11.6 billion by
2021.

Our focus, though, is on a specific subset of mobile
devices: the IoT ones. Mobile IoT is an ever-increasing phe-
nomenon and forecasts are definitely impressive. Reference
[2] reports that wearable devices, which are probably the best
known example of mobile IoT devices, were 325 million all
over the world in 2016 and are expected to become 929
million by 2021. This great amount of mobile IoT devices may
take advantage of Fog Computing in order to enable services
that can dramatically improve people's lives. We now discuss
three scenarios where there is an integration between the IoT
and Fog Computing, and in which mobility support is essen-
tial.
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1) Citizen's healthcare: This scenario is depicted in Fig. 1.
One or more IoT devices are exploited to sense a patient’s
health-related parameters (e.g., brain activity, heartbeat,
breath, position) and perform some actions (e.g., send a mild
electric shock, make an emergency call). All these devices are
embedded in, or wirelessly connected to, the patient's
smartphone, which always runs the frontend application
component. The backend component is deployed at the Fog
layer instead. It receives the collected data and performs
resource-intensive computations in order to extract valuable
information from them and determine the actions to be
performed. The promptness through which these actions are
triggered is of paramount importance and can often make the
difference between life and death. Furthermore, the collected
data are usually personal, and thus privacy has to be
guaranteed. Therefore, it is vital to keep the Fog application
component close enough to the patient as she moves through-
out the city. At the beginning of the considered scenario, the
patient is at home, and the Fog service (i.e., the orange circle
in figure) is hosted on the powerful Wi-Fi access point in the
patient's house. She then goes out and gets across town to
reach the hospital for a checkup. As the patient moves, the Fog
application component has to be migrated from one Fog node
to another in order to continuously ensure the aforementioned
requirements. Fig. 1 reports typical examples of Fog nodes.
They are usually located at the network edge (e.g., a Wi-Fi
access point, a cellular base station, a camera for urban
surveillance), but nodes towards the core of the network (e.g.,
a hardened router, a specialized server) may be exploited as
well. Besides, also the patient's smartphone can be a Fog node
if powerful enough, but the Fog component should be
deployed to it only exceptionally (e.g., when the patient is
moving out of range), in order to preserve its battery life. As
Fig. 1 shows, the Fog application component is migrated to
the patient's smartphone, when she gets across town. Finally,
when the patient reaches the hospital, the Fog service is mi-

Fig. 1. The citizen's healthcare scenario.




grated to a Fog node installed in a nearby cellular base station.

2)  Drones for smart urban surveillance: Drones, also
known as Unmanned Aerial Vehicles (UAVs), can be em-
ployed in plenty of situations and especially in those too
dangerous for humans (e.g., search for a missing person,
disaster and emergency management). Indeed, drones do not
have a pilot on board and are considerably cheaper than the
manned aircrafts. Several companies are investing in drones,
and therefore, according to [3], the global market for them is
expected to reach $21.23 billion by 2022. Up to now, drones
have been remotely controlled by humans, but a new genera-
tion of drones is coming. They are going to be completely
autonomous, able to operate without human intervention. All
processing required to analyze the collected data and make
decisions may be actually performed onboard, but this would
negatively affect the drone battery life and thus the overall
duration of the flight. These computations are extremely
resource intensive indeed, as the collected data to be analyzed
are usually video streams and other sensors data, while the
actions to be performed are the drone and camera control but
sometimes also the action of grabbing an object. Fog Compu-
ting is the ideal paradigm to overcome this issue. Nonetheless,
mobility support must be provided to the flying drone in order
to make this scenario concrete. The Fog proximity to the drone
is particularly needed in order to allow for a low and predict-
able latency and to save bandwidth. As in the previous
scenario, also the drone itself may be considered as a Fog
node but only in exceptional circumstances (e.g., when the
drone is flying out of range), in order to preserve its battery
life.

3)  Tourists as time travelers: This scenario is adapted
from [4]. Have you ever thought of how majestic and
breathtaking could be, for example, Rome in the imperial
period ? Tourists may travel back in time by taking advantage
of the IoT and Fog Computing. Let us suppose that a tourist
goes to Rome and takes a sightseeing bus. She brings with her
a pair of interactive glasses that perceives the surrounding
environment, filming whatever the wearer is looking at. The
glasses stream the video to an associated application compo-
nent in the Fog. This one performs very resource-intensive
computations, recognizes what the tourist is currently looking
at, and returns to her a visual reconstruction, to be projected
on the glasses, of how that specific place was in the past.
Therefore, the tourist is immersed in a virtual world where she
feels to be in the right place but probably in the wrong time. It
is essential that the Fog application component be continu-
ously close enough to the tourist, following her as she moves:
the need for high responsiveness and bandwidth efficiency is
evident, indeed.

III. PROBLEM DESCRIPTION

As we introduced in Section I, to provide mobility support
in a Fog-IoT environment means to preserve the Fog Compu-
ting advantages also when the mobile IoT nodes move away
from the associated Fog application component. Since the
aforementioned advantages are all made possible by the Fog
proximity to the end devices, what has to be done is to migrate
the Fog application component from one Fog node to another,

keeping it close enough to the related mobile IoT nodes. Ac-
tually, in the event that the Fog service is stateless, there is no
need to migrate it from one Fog node to another, as there is no
state to be maintained. Thus, the Fog service can be simply re-
instantiated on the target Fog node, and the related mobile
nodes be redirected to it.

Another clarification is essential. By proximity, we
actually mean topological rather than geographical: it is the
communication path between the IoT nodes and the Fog ap-
plication component which has to be kept short enough,
indeed. Physical proximity does not always imply the logical
one. Moreover, little or even no physical movements of the
end devices may lead to a change of the base station and thus
potentially to a considerable change in the topological distance
between them and the associated Fog application component.

At a first glance, keeping the Fog component topologically
close to the related IoT nodes might not seem such a hard job.
Nonetheless, the problem is much more complex than what it
appears to be. Many different factors, sometimes conflicting
with one another, have to be taken into account, indeed. They
may vary and may be given different importance from case to
case, as they depend on the users' and applications require-
ments and on the provider's policies. Some of these factors
may be: (i) Quality of Service/Quality of Experience
(QoS/QoE); (ii) service continuity; (iii) security; (iv) band-
width efficiency; and (v) load balancing.

Actually, the Fog service migration problem can be
defined as the issue of determining When, Where, and How
(W2H) to migrate the service in order to achieve the desired
compromise among all the factors under consideration. With
regard to when to migrate, one could propose to continuously
migrate the Fog application component, always deploying it to
the best possible Fog node, i.e., the topologically closest to
where the IoT nodes are currently. However, it is not con-
venient to migrate the Fog service too frequently, as each
migration may be very CPU- and bandwidth-consuming and
implicates a minimum of downtime, i.e., a time during which
the Fog service is not available.

As for where to migrate, it would be ideal to deploy the
Fog component to the Fog node which is topologically closest
to the mobile IoT devices. Though, the migration cost towards
that node and its current workload might be taken into con-
sideration.

Last but not least, to determine how to migrate means to
decide upon which techniques and technologies to use in order
to perform the service migration. Each technique may en-
courage certain factors more than others. Examples of these
techniques are: (i) the virtualization and migration techniques;
(i1) the technique exploited to identify the set of possible target
Fog nodes; and (iii) the technique needed to deal with the
change of the IP addresses of both the mobile nodes and the
Fog service as they respectively move/migrate. This technique
is required to allow for a seamless migration of the active
session.



IV. RELATED WORK

The issue of mobility support in a Fog environment is
drawing the attention of the research community more and
more. This is mainly due to the concrete opportunities that
might be unlocked by a proper handling of this thorny prob-
lem, but it is probably also a consequence of the challenging
and fascinating nature that characterizes the issue itself.
Moreover, the research opportunities in this field are many.
The vast majority of the works that we discuss in this section
is not specifically related to mobile IoT in a Fog environment,
as it considers mobile nodes in general. Nonetheless, the
challenges involved are very similar as well as the techniques
which can be exploited to solve them. Therefore, we strongly
believe that these works have to be mentioned.

Taleb et al. are very active in this field. Indeed, they first
proposed the concept of Follow Me Cloud (FMC) [5] and
recently advanced that of Follow Me Edge (FME) [4], which
resembles the former but still distinguishes itself. Each of the
two works proposes an architecture integrating different mod-
ules whose task is to manage the nodes mobility and thus the
relative service migration. The FMC and FME concepts have
been initially designed to support user's mobility only in
cellular networks: they exploit specific elements and func-
tionalities available in 3G, 4G, or 5G networks, indeed. With
the aim to make their proposal more attractive, the authors
improve the FMC concept in [6], adapting it to support mobile
users connected also from networks other than the cellular one
(e.g. Wi-Fi). Furthermore, in that work, they are concerned
about the threat to service continuity which is raised by the
change of the IP addresses after the nodes relocations.
Therefore, the FMC concept is implemented exploiting the
Locator/ID Separation Protocol (LISP), and all the LISP el-
ements are virtualized according to the Network Functions
Virtualization (NFV) principle.

Markov Decision Process (MDP) is a commonly used
framework to formulate the service migration problem and
thus to make migration decisions (i.e., when and where to
migrate). In [7], the authors of FMC propose to model the
service migration procedure as a distance-based MDP, i.e., an
MDP where each state is the distance in terms of Service
Areas between the mobile user and the associated Fog service.
By doing this, the state space is considerably reduced, and the
problem is more tractable. In this work, the user mobility,
which is not deterministic, is modeled and predicted through a
one dimension (1D) mobility pattern. In [8], Wang et al.
propose their formulation of the service migration problem as
a distance-based MDP. They consider the user to move
according to a two dimension (2D) random walk mobility
model, which is more realistic than the 1D. Assuming this
mobility pattern, the authors are able to find a near-optimal
service migration policy. To achieve this objective, they
devise a new algorithm which distinguishes itself from the
standard ones (e.g., value iteration, policy iteration) exploited
in [7]. Indeed, it reduces the complexity from O(N?) to O(N?)
by policy iteration, where N+1 is the cardinality of the state
space. In [9], the authors present their proposed system,
namely SEGUE. Unlike the aforementioned works, SEGUE
considers also the network and Fog nodes states as parameters
on which to base the migration decisions; therefore, it proves

to be even more realistic. This system is composed of four
modules cooperating with one another. Two of them actually
collect several key parameters, analyze them, and predict if
there is a possible QoS violation. If that is the case, the third
module runs the MDP to determine the optimal node where to
migrate the Fog service. Finally, the fourth module actually
performs the migration.

The same authors of [8] advance an alternative solution
method in [10]. They actually establish a decoupling property
of their initial MDP which transforms it into two independent
MDPs on disjoint state spaces. Lyapunov optimization can
then be applied so that what is obtained is a simple deter-
ministic (rather than stochastic) optimization problem that
may be dealt with efficiently, without any knowledge of the
underlying probability distributions. Another work from the
same authors is the one described in [11]. It is extremely
interesting, as it contextualizes the mobility support issue in
military environments rather than in commercial ones. Since
these environments demand strong security guarantees, a new
parameter (i.e., the security cost) is considered to make a
migration decision, together with the already regarded ones
(i.e., transmission and migration costs). The security cost of a
migration increases when services of different users would
end up to be hosted on the same physical node. The problem is
modeled as an MDP where there are two users, each moving
according to a 1D mobility pattern, accessing two distinct
services. A modified version of the myopic algorithm is pro-
posed as a low-complexity way to solve the problem. The last
but not least research work that formulates the mobility
support issue as an MDP is [12]. It is worth mentioning it
because the authors propose to handle user's mobility by either
migrating (or re-instantiating) the application component or by
finding a new, more suitable communication path between the
Fog service and the mobile node. To be precise, the suggested
solution consists of two correlated MDPs, each modeling
either the migration decision or the new path finding one.

Although MDPs are by far the most common way to
express and resolve the mobility support problem, they are not
the only one. For example, in [13], the authors' objective is to
make migration decisions in order to minimize the overall
bandwidth consumption in a Fog-enabled Vehicular Cloud
Computing (VCC) context. Here, the problem is formulated as
a Mixed-Integer Quadratic Programming (MIQP) problem. A
polynomial time two-phase heuristic algorithm is proposed to
tackle the computational complexity which characterizes the
so-formulated issue.

Few are the works specifically investigating the issue of
mobility support in a Fog-IoT environment. Reference [14]
conceives a hierarchical architecture where a proxy Virtual
Machine (VM) running several applications in the Fog is
associated to the set of the IoT devices of a user. Whenever a
subset of those devices moves together with the user, only the
portion of the overall proxy VM relative to those devices is
migrated, following the user. The migration decisions are basi-
cally made in order to minimize the bandwidth consumption,
and, to this purpose, the migration profit is defined as the
difference between the total traffic amounts generated in the
network for not migrating and migrating. Finally yet im-
portantly, [15] discusses Foglets, a programming model for



the geo-distributed computational continuum which goes from
the sensor nodes to the Cloud, passing through the Fog.
Among the other features, the authors present the APIs and
algorithms proposed to handle the initial deployment and the
possible migration of a Fog service. The When-to-Migrate
decision is basically made considering latency as the key
parameter; the Where-to-Migrate one is based on the proxim-
ity of the target Fog node to the mobile IoT devices and on the
current computational workload at the target node.

V. FUTURE RESEARCH DIRECTIONS

As we have pointed out, to support mobility in a Fog/Edge
Computing environment involves a considerable number of
challenges: this means that there are many research oppor-
tunities and unexplored possibilities in this attractive field. In
this section, we discuss the most relevant ones.

1)  Proactive vs. reactive service migration: Recapping,
the overall objective is to preserve the Fog benefits also when
the IoT nodes move away from the associated Fog service. To
this purpose, the latter has to be kept topologically close to the
moving devices. That said, the horizontal or vertical handover
(i.e., the transition from one base station to another) of the
mobile nodes is the actual event able to cause a substantial
change in the topological distance. Therefore, migration deci-
sions (i.e., when and where) should be made, proactively or
reactively, considering this event as the cornerstone. Making
those decisions proactively means to make them before the
actual handover, based on the stochastically predicted user’s
mobility. This approach is a double-edged sword. Indeed, the
overall performance may benefit from it, since the Fog service
is migrated beforehand and thus ready to run on the target
node as soon as needed. However, as the process is stochastic,
the precision in vertical handovers and user’s mobility predi-
ctions may be low. This can result in a possible risk to overall
performance. On the other hand, a reactive approach makes
service migration decisions only after a handover has hap-
pened. By doing so, there is determinism, and there is no real
difference between vertical and horizontal handovers.
Nonetheless, in this case, the Fog service is not migrated
beforehand. Combined approaches should also be investigated
in order to get the most out of the two.

2)  Exploit context information to trigger service migra-
tion: Another interesting question is that of determining on
which parameters to base the migration decisions. These
parameters vary from case to case, as they depend on the
actual objectives (e.g., QoS, bandwidth efficiency) among
which to find the desired compromise. Previous work just
considered system and network parameters, such as: (i)
network state; (ii)) Fog nodes state; (iii) amount of data
exchanged by the application; and (iv) migration costs in
terms of bandwidth consumption and time. However, it might
be useful to take advantage of the context awareness enabled
by the Fog: thus, context information may be considered as a
possible parameter, together with the network and system
ones. For example, with regard to the patient's scenario in
Section II, the information that the patient is within the area of
the hospital can be exploited by the service migration policy to
also consider the Fog nodes belonging to the hospital among
the eligible target nodes.

3)  Fog federation to enable mobile roaming: 1t might be
interesting to conceive mobility support solutions that exploit
a federation among Fog domains. Indeed, mobility support
may be dramatically improved if considering a federated Fog
environment. For example, let us suppose that a user moves to
an area in which there are not Fog nodes belonging to her Fog
domain. In case of federation, the user could rely on a Fog
node associated to a federated Fog domain (i.e., higher avail-
ability). Similarly, let us assume that a user moves to an area
in which there exists a Fog node belonging to her domain, but
this is topologically too distant for her needs. Federation could
do the trick by providing the user with a considerably closer
Fog node that belongs to a federated domain (i.e., better
performance). In order to realize a federation among Fog do-
mains, there are several challenges to be faced, the majority of
which has not been dealt with yet. Some of these challenges
are: (i) the management of the Service Level Agreements
(SLAs) among Fog domains; (ii) which architecture to use,
centralized or distributed peer-to-peer; and (iii) the actual
technologies to exploit.

4)  Virtualization and migration techniques: Carefully
choosing the virtualization and migration techniques can sub-
stantially improve a mobility support solution both in terms of
performance and applicability. For example, it could be
desirable to find a virtualization technology suiting as many
different types of physical nodes as possible, thus to expand
the set of nodes qualified to host a Fog service. Equivalently,
it is of vital importance to identify a migration technique able
to minimize the overall duration of the migration and of the
experienced downtime as well as the bandwidth consumption.
Some of these techniques are proposed in [16] and [17], but
there is still room for further investigation. Finally, there
already exist some techniques (e.g., Mobile IP and Mobile
IPv6, LISP, Distributed Mobility Management) for handling
the change of the IP addresses as nodes move, thus to ensure a
seamless migration of the active session. Nonetheless, there is
still the possibility to conceive new techniques or improve the
existing ones.

5) Compliance with existing interoperability platforms:
When coming up with a new mobility support solution, one
approach could be that of defining also the reference
architecture and the APIs to be used. However, it may be
convenient and effective to exploit an already existing
standard and/or open platform (e.g., oneM2M, FIWARE,
AllJoyn, IoTivity), with its specified architecture and APIs,
and extend its features to include those belonging to the
proposed solution. By doing this, researchers would allow for
a non-negligible improvement in the considered platform, and,
at the same time, they would earn visibility and prestige.

6) Integration with mobile networks towards 5G: Mobile
Edge Computing (MEC) is a standard Fog Computing system
defined by the European Telecommunications Standards
Institute (ETSI) [18]. It is considered as one of the key ena-
blers of IoT services and of the forthcoming 5G networks. An
interesting research direction could be that of proposing a
mobility support solution as part of the ETSI MEC system.
Thereby, researchers could leverage the system itself but also
the set of legacy core network functionalities which already
deal with some of the mobility and session management



issues. For example, the Mobility Management Entity (MME)
[19] component in the Long Term Evolution (LTE) core
network provides some useful functionalities such as: (i)
retention of users' location information; (ii) selection of the
appropriate gateway during the initial registration process; (iii)
management of the handover between LTE and 2G/3G
networks; (iv) management of the roaming from other LTE or
legacy networks; and (v) session management. All these
functionalities could play an important role in the resolution of
the discussed mobility support problem; however, how to best
exploit them is still an open research issue.

VI. CONCLUSIONS

Fog Computing was proposed in 2012 as the ideal
paradigm to support the resource-constrained IoT devices in
data processing and information delivery. Its topological
proximity to those devices is the key enabler of several
advantages that were not possible when continuously offload-
ing onto the distant Cloud. Nodes mobility is a threat to the
preservation of these advantages, as, when nodes move, the
topological distance between them and the associated Fog
service may be seriously compromised. Therefore, the latter
needs to be migrated in order to follow the related mobile IoT
nodes and guarantee the topological proximity to them.

In this paper, we have pointed out the relevance of this
topic in everyday life by presenting three scenarios where
mobility support is essential. Moreover, we have investigated
in depth what it means to provide mobility support in a Fog-
IoT environment, the related work in the field, and the main
research directions.
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