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Establishing communication keys for pairs of neighbouring sensor nodes is the foundation of the secu-
rity in wireless sensor networks (WSNs). However, due to the resource constraints on nodes, this task is
challenging for the constrained memory, energy, and computational capabilities of sensor nodes. This pa-
per proposes a novel key predistribution scheme based on the polynomial pool-based key predistribution
scheme and random key predistribution. In the proposed scheme, parts of the preloaded information in
each sensor node are the polynomial shares and the rest of the preloaded information are the keys gen-
erated by the polynomial shares preloaded in the sensor nodes. Performance analyses and comparisons
with other schemes are performed in this paper. The comparison of security results confirm that the
proposed scheme has better resilience against node compromising attacks when compared to previous
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1. Introduction

Wireless sensor networks (WSNs) usually include battery-
powered sensor nodes that are deployed in a designed area to
sense and collect information [1]. That information is transmitted
by sensor nodes to the sink node where it is aggregated [2]. The
applications of WSNs include environmental monitoring, health
care, battlefield targeting and surveillance, and disaster relief net-
works [3,4]. However, WSNs are usually subject to many security
threats and attacks such as impersonation, intentionally provid-
ing false information, eavesdropping, data modification, and sensor
node capture attacks.

Confidentiality, authenticity, availability, and integrity are typ-
ical security goals of WSNs [5]. As the basic requirement for pro-
viding security functionality, key management is an important fun-
damental security service that enables sensor nodes to securely
communicate with each other using cryptographic techniques [6].
The prime problem in key management is the establishment of a
secure key shared between two communicating sensor nodes [7].
Meanwhile, inherent constraints of computational power, memory
capability, and bandwidth make the direct use of traditional pair-
wise key establishment algorithms (such as public key cryptogra-
phy and key distribution centre (KDC)) in WSNs impossible [8].
In recent years, many researchers have studied key distribution in
WSNs, and several key distribution schemes have been proposed.
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In these schemes, the key predistribution schemes are the most
suitable for WSNs. In these key predistribution schemes, key gen-
eration materials are preloaded to sensor nodes before network de-
ployment and the two nodes can use these materials to establish
communication keys after the network is deployed [9].

In this paper, we propose a new key predistribution mechanism
based on the polynomial pool key predistribution scheme and the
random probabilistic key predistribution scheme. In the proposed
scheme, the preloaded key generation materials in sensor nodes
are divided into two parts. One part contains the polynomials ran-
domly selected from a polynomial pool. The other part is loaded
with the keys calculated by the polynomial shares preloaded in
the sensor nodes. This proposed scheme guarantees that an at-
tacker can’t obtain any information from the polynomials in the
uncompromised nodes from the compromised sensor nodes. The
contributions and findings of this study provide a new approach
for further exploiting the polynomial shares preloaded in the sen-
sor nodes, as one polynomial share preloaded in the sensor nodes
can play two roles when establishing communication keys between
sensor nodes. The main benefit of the method is that this scheme
offers further trade-offs between the security against node cap-
tures and the probability of establishing pairwise keys directly be-
tween neighbouring nodes given a certain memory constraint.

The organization of the rest of this paper is as follows. In
Section 2, the related works are examined. Section 3 describes
the overview of the polynomial-based key predistribution scheme.
Section 4 presents the proposed scheme. In Section 5, the proposed
scheme is evaluated and compared with previous schemes. Finally,
Section 6 presents the conclusions.
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2. Related works

There are a number of key predistribution schemes that are
mainly based on two types of network structures:the distributed
WSN and the hierarchical network. In the distributed WSN, all
nodes have the same capabilities, the roles of all sensors are simi-
lar, and communications may occur among any pair of neighbours.
In a hierarchical network [10-12], sensor nodes are grouped to-
gether to form a cluster. In each cluster, a single node is selected as
the cluster head (CH) while the remaining nodes become member
nodes. Member nodes sense environmental data and transmit it to
the CH. The responsibility of the CH is to aggregate that data and
transmit it to the sink node. Although cluster-based networks are
efficient in terms of scalability and energy, the scheme consumes
additional resources due to the network’s need to periodically reor-
ganize the cluster. In this paper, we only consider key management
for the distributed WSN.

Eschensuer and Gligor [13] proposed a Random Key Predistri-
bution (RKP) scheme for WSNs based on probabilistic key shar-
ing among the nodes of a random graph. This scheme consists of
three phases: the key predistribution phase, the shared-key discov-
ery phase and the path key establishment phase. The key predis-
tribution phase is performed before network deployment. In this
phase, the Key Distributions Servers (KDS) generate a large key
pool and each key in the key pool has a distinct key identifica-
tion. Each sensor node randomly picks a set of keys from the key
pool such that any two sensor nodes have a certain probability
of sharing at least one common key. In the shared key discovery
phase, nodes can discover the shared keys it has with its neigh-
bours by exchanging the key identifiers stored in their storage. If
two nodes have no shared keys, they will establish communication
by path key establishment. In this key predistribution approach,
the number of preloaded keys in each node and the key pool size
are chosen in such a way that the intersection of two key rings
has a high probability of not being empty. This basic approach is
energy efficient, but it requires a large memory space to store the
key rings. Moreover, if the network nodes are progressively cor-
rupted, an attacker may discover a large part of the global key pool
or the whole global key pool. Hence, a great number of links will
be compromised. In this scheme, there is a tradeoff between con-
nectivity and security. With a given sized key pool, more mem-
ory will be used to preload the keys into each sensor node. This
leads to higher connectivity and worse security. Chan et al. fur-
ther extended this idea and developed the g-compromised scheme
[14]. The g-composited scheme requires that two nodes must share
at least g (g>1) common keys to establish a secure communi-
cation. In this scheme, the communication key is generated by
performing a hash function on the concatenation of all common
keys. The analyses show that this scheme has better performance
against node capture attacks than the RKP scheme when there are
few compromised nodes. Once the number of the compromised
nodes become larger, the security performance of the g-composite
scheme is worse than that of the RKP scheme.

In [15], the authors proposed a new key predistribution scheme
that combines the original polynomial-based key distribution
scheme [16] and the RKP scheme. This scheme uses a polynomial
pool instead of a key pool in the RKP and g-composite schemes.
The sensor nodes are the preloaded polynomial shares as com-
puted in [16]. If two nodes have polynomial shares that are com-
puted from the same polynomial, they can generate a communica-
tion key based on the common polynomial. In [17], Du et al. de-
veloped a similar scheme in which they use the key spaces pool
generated by matrices instead of the polynomial pool as in [15].
These schemes have been further studied [18-20]. The analyses
show that these schemes have a threshold value, which implies
that the compromised nodes do not leak the communication key

between uncompromised nodes when the number of compromised
nodes is less than the threshold. However, once the number of the
compromised nodes is larger than the threshold, all communica-
tion keys between uncompromised nodes can be quickly calculated
by the adversary. Another drawback of these schemes is that their
computation overhead is much greater than that of the RKP and
g-composite schemes.

Liu et al. [21] proposed several schemes based on deployment
knowledge. These schemes take advantage of the prior knowl-
edge about deployment and reduce the number of unnecessary
key spaces carried by each sensor node. And these schemes can
save storage while maintaining a high level of security. Du et al.
[22] proposed a scheme in which the sensor nodes are deployed
in group, nodes in the same group have higher probability of being
deployed close to each other. In this scheme the original key pool
is divides into many smaller pools and each of which is associ-
ated to different sensor node group. With this method, sensor node
can avoid unnecessary key assignments and then save the stor-
age. The group-based deployment schemes was further explored
in [23-25]. These schemes using the deployment knowledge gain
substantial improvement against the node capture attacks over ex-
iting schemes that do not use deployment knowledge, but in most
case we can’t get the pre-deployment knowledge.

Camptepe and Yener [26] proposed key predistribution schemes
based on the combinatorial design theory. Combinatorial design
theory is the part of combinatorial mathematics that addresses the
existence and construction of systems of finite sets whose inter-
sections have specified numerical properties. In fact, the combi-
natorial design-based key predistribution scheme is a determinis-
tic variant of the Eschensuer and Gligor scheme in which the key
ring of each sensor node is deterministically designed. In partic-
ular, in [26], a mathematical structure called balanced incomplete
block design (BIBD) is used to construct the key rings. The analysis
and computational comparison to the randomized methods show
that the combinatorial approach has two clear advantages. First, it
increases the probability that a pair of sensor nodes shares a key.
Second, it decreases the key-path length while providing the scal-
ability of hybrid approaches. However, BIBD has its own constraint
in that the number of sensor nodes must be of prime power. This
significantly limits the use of this scheme. Thus, a hybrid scheme
is proposed as a complement. The idea behind the hybrid design is
that if the number of sensor nodes is not of prime power, the BIBD
is constructed according to the closest prime power to the number
of sensor nodes.

Other important key predistribution works proposed multi-
phase WSNs [27-30]. In these multi-phase WSNs, the average lifes-
pan of each node is assumed to be much shorter than the operat-
ing lifespan of the overall networks, and new sensor nodes will
be periodically added to the networks [31]. If the schemes in [7-
20] are directly used in multi-phase WSNs, the number of compro-
mised links will constantly increase until all the links are compro-
mised. In [26], the authors proposed a new predistribution scheme
adapted to multi-phase WSNs. In the proposed scheme, the predis-
tributed keys have limited lifespans and are periodically refreshed.
Analysis results demonstrate that this scheme outperforms the RKP
scheme used in multi-phase WSNs.

3. Overview of the polynomial-based key predistribution
scheme

In this section, we briefly review the original polynomial-based
key predistribution scheme [16] and the improved polynomial-
based key predistribution scheme [15] which is suitable for use in
WSNEs.

In [10], the key setup server randomly generates some bivariate
t-degree polynomials with the coefficients f(x,y) = Yo_; j a;X'y/,
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Table 1
Notations.
Notation  Description
N The number of sensor nodes in the network
w The storage per node in number of keys
ID, The identification of sensor node u
s The number of keys preloaded in each sensor
m The number of polynomials in the polynomial pool
t The degree of the polynomials
Id, The identification of polynomial p
g The number of polynomials selected for each node
H One-way hash function
Il Concatenation operation
E The complement of event E

where a;; =a;, over a finite field Fg, and ¢ is a prime number large
enough to accommodate a cryptographic key. Here, the polynomi-
als need to have the property f(x, y)=f(y, x). Each sensor node is
assumed to have a unique ID. For each sensor node u, the setup
server computes a polynomial share of flx,y) that is flu,y). The
polynomial share f{u,y) is loaded into sensor node u before node
u is deployed. The polynomial shares are the coefficients bi of x!
in the univariate t-degree polynomials f{u, y). When the communi-
cation key is established, node u computes its key f (u,v) by eval-
uating f (u,y) at point v and node v computes the same key f(v,
u)=f(u, v) by evaluating f(vy) at point u.

In this scheme, each sensor node u needs (t+ 1) log g storage
space to store a t-degree polynomial f{u,y). To establish a pairwise
key, both sensor nodes need to evaluate the polynomial at the ID
of the other sensor node. The advantage of this scheme is that any
two neighbouring nodes can establish a communication key. The
security proof for the Blundo scheme [10] ensures that this scheme
is unconditionally secure if there are no more than t compromised
sensor nodes. However, once the number of compromised nodes
reaches t, all communication keys between uncompromised nodes
will be computed by the adversary.

As the original polynomial-based key predistribution scheme
can only be immune to no more than t compromised nodes (where
the value of t is limited by the storage space and the computa-
tional capability of sensor nodes), it is unsuitable for sensor net-
works since it is more likely that an adversary compromises more
than t sensor nodes and then the entire network. The authors in
[9] proposed a key predistribution scheme based on the combi-
nation of the key pool idea used in [7] and the polynomial-based
key predistribution from [10]. In this scheme, the key pool in [7] is
replaced by the polynomial pool. For each sensor node, some poly-
nomials are randomly chosen from the polynomial pool and their
polynomial shares are assigned to sensor nodes.

4. The proposed scheme
4.1. Preliminaries

Here, we present definitions and notations that will be used in
the rest of the paper.

1. Definitions

B-communication-keys: The communication keys between
neighbouring nodes are computed using polynomials shares as in
[15].

R-communication-keys: The communication keys between two
neighbouring nodes are computed using the preloaded keys as in
[13] or by using the pre-loaded key in one node and the polyno-
mial shares in another node.

2. Notations

The notations used in rest of the paper are listed in Table 1.

4.2. Key predistribution scheme

As with the schemes in [13,15], the three phases in this pro-
posed scheme are the Initialization Phase, the Direct Communica-
tion Key Establishment Path and the Path Key Establishment Phase.
Because the last phase is not different from the schemes in [13,15],
we will only discuss the first two phases.

4.2.1. Initialization phase

This initialization phase was performed by a Key Distributions
Server (KDS) before network deployment. It includes the following
three steps.

Step 1 (Polynomial Share Predistribution for all Sensors): Ini-
tially, the KDS generates a polynomial pool that contains m ran-
dom bivariate t-degree polynomials over the finite field F; and
each polynomial has a unique identification Idp. For each sensor u,
the KDS randomly selects g polynomials from the polynomial pool.
It then assigns their polynomial shares and the identification Id, of
the polynomial to the sensor node.

Step 2 (Key Pool Generation): The KDS generates a key pool
by using the polynomial shares in all sensor nodes. For example,
by using the polynomial shares in sensor u, the KDS generates t
keys K= H(b;||i||IDy,), where 0 <i<t and b; is the share of the poly-
nomial. Each key in the key pool is identified by a 3-tuple (Idp, i,
D).

Step 3 (Key Predistribution for all Sensors): For every sensor
node, the KDS randomly picks s keys from the key pool. It stores
these s keys and their corresponding identifications to the sensor
node. Here, the tuple component Id, in the identifications of all
picked s keys should all be different within the same node.

An example of the initial phase is illustrated in Fig. 1.

4.2.2. Direct communication key establishment phase

Once the sensor nodes are deployed in the target field, ev-
ery node tries to generate communication keys with any nodes
in its communication range. To discover whether two neighbour-
ing nodes can establish a common key, every node broadcasts the
identifications of the g selected polynomials, the identification of
the s preload keys and their identifications to its neighbours.

To clearly describe the key generation method, here we assume
that sensor nodes u and v are neighbours and every node receives
the broadcasting message sent from the other node. These two
neighbouring nodes can calculate the communication key through
the following method. According to the identifications of the poly-
nomials and keys in the two nodes, three cases need to be consid-
ered.

Case 1: Nodes u and v have the same Id, of the polynomial. In
that case, these two nodes have the common polynomial selected
from the polynomial pool and they can compute their communi-
cation keys as in [15].

Case 2: Sensor nodes u and v have the same identifications of
keys. In that case, these two sensor nodes have common preloaded
keys and can compute their communication keys as in [13].

Case 3: The identification Id, of the predistributed polynomial
in one node is the same as the tuple component Id, in the iden-
tification of predistributed keys in another node. In that case, the
preloaded keys in one node are generated using the shares of poly-
nomials selected for another node.

Without losing generality, we suppose that the identification Id,
in node u is the same as the tuple component Id, in the identifica-
tion of one predistributed key K (Idp, i, IDy) in node v. The sensor
node u can compute the key Ky = h(b;||i||[Dw) as the communica-
tion key. Sensor node v can directly use K as the communication
key. The predistributed K in the sensor node v is h(b;||i||[IDw).

In the above three cases, after the communication keys are gen-
erated, the two neighbouring nodes use the communication key
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Fig. 1. A sample of the initial phase.

to encrypt the identification of the key information generated by
the communication key, such as the identification of sensor nodes,
the identification of polynomials and the identification of the keys.
When the node receives the encrypted message, it uses the com-
munication key to decrypt the encrypted text and compare the re-
ceived information with that previously received. If these identifi-
cations are equal, the received identification of the key generation
information is verified.

Additionally, in the three cases, the method will first check
the validity of Case 1. If Case 1 is true, it will not check Cases
2 or 3. If Case 2 is true, it will not check Case 3. According
to the communication-establishing mechanism, the communica-
tion keys computed under Case 1 are B-communication-keys and
the communication keys computed under Cases 2 and 3 are R-
communication-keys.

If two nodes can't establish the communication key according
the above methods, they may resort to the path key establishment
defined in the RKP method to compute their shared key.

5. Performance analysis and comparison

In this section, we evaluate the performance of the proposed
scheme using the following properties: storage, the communica-
tion and computational overhead of every sensor node, network
connectivity, and the resilience against sensor node capture. In the
following subsections, we use Matlab to plot the results.

5.1. Overhead

To analyse the overheads of the proposed and related schemes,
the following parameters are considered.

« I is the length of a key. Here, we assume that each generated
key takes the same storage as the coefficient of a t-degree poly-
nomial.

« I;p is the length of a node or key identifier. Here, we assume
that the node and key identifiers have the same length.

« d is the average number of the neighbouring nodes for each
node.

« 1 is the number of keys selected for each node in the RKP and
g-composite schemes.

» n is the number of polynomials selected for each node in the
DDHV scheme.

5.1.1. Storage overhead

According to the initialization phase of the proposed scheme,
the preloaded materials in a sensor include s keys, the identifi-
cation of the keys, the shares of g polynomials, the identification
of the polynomials, and the identification of the sensor nodes.
Thus, the overall storage overhead of each sensor is (2s+g+1)
ip +(s+g(t+1)) k.

In the RKP and g-composite schemes (for =2 and 3), each
node only needs to store r keys and their identifiers. Then, the
storage overhead of each sensor in these schemes is 1l +rlp.
In the DDHV scheme, each node needs to store the shares of
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Table 2
Comparisons of overheads.

Computational overhead

Scheme Storage overhead Communication overhead
RKP scheme Tl +1lp rlip

q-composite scheme 1l +r1lp rlp

DDHV scheme] (n(t+ 1)l +(n+Dlp (n+1)lp

Our scheme (s+gt+1)) k+(2s+g+1)Ip (2s+g+1) Ip

dr log r CPs

drlog r CPs+d HOs

dnlog n CPs+d PEs

dg log g CPs+d PEs or d(g log g+s log s) CPs or d(g log g+s log s+ sg/2)CP + dHOs

Note: CP: comparison, HO: hash operation, PE: t-degree polynomial evaluation.

Table 3
Comparisons of overheads in a given key data storage.
Scheme Storage overhead Communication overhead = Computational overhead
RKP scheme 2001, +2001;p 200l 200d 1og200 CPs
g-composite scheme 200l + 200l 2001p 200d 10g200 CPs+d HOs
DDHV scheme 2000, +3lp (t=99)  3lp 3dlog 3 CPs+d PEs
Our scheme 200l +1591p 1591)p 2d log2g CPs+d PEs or d(2 log 2 + 78log 78) CPs or d(2 log 2 + 78 log 78+ 78) CP +dHOs

Note: C: comparison, HO: hash operation, PE: t-degree polynomial evaluation.

m polynomials and the identification of the polynomials. The
storage overhead of each sensor node in the DDHV scheme is
(m+Dlp + (m(t+ 1))l

5.1.2. Communication and computational overhead

The path key establishment is a complicated procedure. It re-
quires more communication and computational overhead for the
establishment of path keys between neighbouring nodes. In the
initialization phase, there is no communication needed and all
computations can be executed by the KDS. In this paper, we con-
centrate on only the direct key establishment phases of different
schemes when analysing communication and computational over-
heads.

In terms of communication overhead, during the direct commu-
nication establishment phase, each sensor needs to disclose its ID,
the identification of s pre-loaded keys and g pre-loaded polynomi-
als to its neighbour nodes, which is (3s+g+ 1)ljp bits.

In terms of computational overhead, the computations include
the number of comparisons when identifying the common key(s)
or polynomial(s), the number of polynomial evaluations, and the
number of hash operations. We assume that the IDs of keys or
polynomials are stored in ascending order in each node and a bi-
nary search is performed to locate the ID of the common key or
polynomial. The computational overheads are shown in Table 2.

In these schemes, data storage in memory includes key data
(keys or polynomial shares) and ID data (the IDs of keys, polyno-
mial shares or the sensor node). In the key distribution schemes, a
lower memory requirement implies a better scheme.

In Table 3, we use the same amount of memory for storing key
data per node in order to conduct a fair comparison. Here, we
suppose that the amount of memory needed for storing keys or
polynomials shares is 200 [.. In the proposed scheme, (s+g(t+1))
I, =200 I,. If t=60 and g=2, then s=78. In the DDHV scheme,
n(t+ 1)), =200 [,.f t=99, then n=3.

From Table 3, we observe that the storage, communication and
computational overheads required by our scheme are comparable
to those of the RKP, g-composite and DDHV schemes.

5.2. Local connectivity

Local connectivity is the probability of establishing communi-
cations between the nodes located within a direct communication
range. It is an important metric to evaluate a key predistribution
scheme. To achieve a desired global connectivity, the local connec-
tivity must be higher than a certain value. This probability will be
denoted by P;. In general, we want P; to be large.

Suppose B(u,v) is the event and the communication key be-
tween nodes u and v is a B-communication key. R(u,v) is the

event and the communication key between node u and v is a R-
communication key. Then, we have

B = P(B(u,v) + R(u, v)). (1)

Let E{(u, v) be the event in which sensor nodes u and v have
the same polynomial. E5(u, v) is the event in which sensor nodes
u and v have the same predistributed keys. E3(u, v) is the event
in which the identification Id, of the predistributed polynomial in
either node u or v is the same as the tuple component Idy in the
identification of predistributed keys in another node. According to
the previous section, we have

B(u,v) =E{(u,v) (2)

R(u,v) = Ey (u, v) (Ea(u, v) + By (u, ) - E3(, 1))
=E(uv) Ex(u,v) +Ei(u,v)-Ex(u,v) - Es(u,v). (3)

As the events B(u,v) and R(u,v) are two mutually exclusive
events, we get the local connective of node u and v as follows:

B = P(B(u,v) + R(u,v))
= P(E1(w,v) + Ey(u.v) - By (u.0) + E (u, V) - B2 (u, V) - E3 (u, 1))
= P(Ey (u, v)) + P(E; (u. v) - Ey (u, 1))
+P(E1 (1, v) - Ex (u, v) - E3 (1, 1))
= P(E1 (u, 1)) + P(Ey (u, v) - Ea (u, 1))
+P(E1 (1, v) - Ex (u, v) - E3 (1, 1))
=1 P(E (1, v)) + P(E (u, v))P(Ea (u, v) [E (u, 1))
+P(Er(wv) - E;(u v) - B3 (u, 1)
= 1-P(E; (u, 1)) (E2 (u, V) |E; (u, 1))
+P(Eq (u, v))P(Ex(u. v) - E3(u, v)|E; (u, 1))
= 1-P(E; (u, v))P(E2 (u, V) - E3(u, V) |Ey (1, 1)) (4)

As there are m polynomials and each node picks g polynomials,
as computed in [9],

)| ] .
B )
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Fig. 2. Local connectivity versus the number of keys in each sensor key s in a node
and the polynomial pool size m, given N=2000, g=2, and w =200.

As there are N nodes in the WSNs and each node will gener-
ate g(t+ 1) keys, there are Ng(t+ 1) keys in the key pool. Then, we
have,

P(Ex(u,v) - E3(u, V) [E1 (u, )
(Ng(t+1) —2g(t+1>> (Ng(r+1)—2g(r+1)—s)

(Ng(t+ 1) —g(t + 1)) <Ng(t+ 1) —g(t+ 1))

(g(t+ 1)(1\1—2)) (g(t+ 1)(N-2) —s)
N S

<g<t+ 1)(N - 1))) (g<r+ 1)(N - 1))
S S

From (1) to (3), we have
P, = 1-P(E; (u, v))P(Ey (u, v) | (E1 (u, 1))

(m—g) (g(t+ 1)(N—2)> (g(t+1)(N—2) —s>
g S s
=1- . (7)
(m) (g(t+1)(N—1))<g(t+l)(N—1))
g S S

As each node is preloaded with the polynomial shares of g poly-
nomials and s keys, we have

gt+1)+s=w. (8)
Then,
m—g\ (gt+1)(N=-2)\[glt+1)(N-2)—w—g(t+1)
b1 g w—gt+1) w—gt+1)
tT m gt+ DH(IN-1)) (gt + DHN-1)
g w—gt+1) w—gt+1)

(m—g) ((w—s)(N—Z))((w—s)(N—Z)—s)

1 g s s . 9)
m W=s)(N=1)\[(w-s)(N-1)
() ()

Fig. 2 indicates the local connectivity according to s and m in
the given value of g. It is shown that, under the same m, the
local network connectivity will increase with an increasing num-
ber of preloaded keys. This is because, in a given memory, when
the number of preloaded keys increases, the preloaded polynomi-
als will decrease and the generated keys in the key pool will also
decrease. Fig. 3 illustrates the relationship between local network
connectivity and the combinations of N, g, and t. From Figs. 2 to

1 .
o TS ——=20,m=18
: t=20,m=20|
0.8 AN —=—t=70,m=18]
Y T~ |et=7om=20

0:5 \“\
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N

Fig. 3. The local connectivity versus the number of nodes in a WSN and the com-
bination of m and ¢, given g=2 and w=200.

3, we know that we can get the needed network size and local
connectivity by selecting the proper parameters.

5.3. Security analysis

Because sensor nodes are not assumed to be tamper resistant,
an adversary may physically capture sensor nodes and compromise
the stored secret information. In the context of key distribution,
the adversary can infer the communication key shared between
the uncompromised sensor nodes. Thus, the resistance against sen-
sor node compromising attacks should be considered when design-
ing the predistribution schemes.

In the following section, we evaluate how the proposed scheme
improves network security in terms of resilience against node cap-
ture. Then, we compare our scheme to some existing schemes.

5.3.1. Resilience against node capture

We evaluate the resilience of networks by computing the prob-
ability that a random link is broken by compromising a set of x
random nodes not in the link for suitable values of x. We denote
this probability as Pc. In general, we want Pc to be small.

Suppose K is the communication key used by two non-
compromised nodes u and v. EB is the joint event that the key K is
a B-communication-key KB and KB has been compromised., ER is
the event that the communication key is a R-communication-key
KR and KR has been compromised. Here, the notation KeKB rep-
resents that “Key K was a B-communication-key” and KeKR repre-
sents that “Key K was a R-communication -key.”

Assume that Cy is the event that x nodes have been compro-
mised. Then, when x nodes have been compromised, the probabil-
ity that key K has been compromised is:

P = P(Kcompromised|cx) = P(EB U ER|CX)A (10)

From the definition of events EB and ER, we note that these two
events are mutually exclusive. Then,

P. = P(EB|Gy) + P(ER|G). (11)

Since the event KeKB is dependent on event Cx (KB is compro-
mised) and the event KeKR is dependent on event Cy (KR is com-
promised), we have
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P(Kcompromised|cx) = P(EB|CX) + P(ER|CX)
= P(((K € KB) n (KB is compromised))|Cy)
+P(((K € KR) n (Kr is compromised))|Cy)
_ P((K € KB) n (KB is compromised) N Cy)
B P(G)
P((K € KR) N (KR is compromised) N Cy)
P(Go)
= P(K € KB)P(KB is compromised|Cy)
+P(K € KR)P(KR is compromised|Cy). (12)

From the Section 4.2 we get

P(K < KB) = P(B(g, v) _ P(Elgz, v) _1-P E;)L(u, v)) a3)
P(K < KR) = P(R(I’;‘v v) _R- P(If(u, v))
L 1
_ - 1+P(E@Y) ”
P,

As the preloaded keys in nodes are one-way functional val-
ues of the polynomial shares, the adversary can’t infer polynomial
shares from the preloaded keys in the compromised nodes. Similar
to the analysis in [7,9], we have

t X g i g x—i
P(KB is compromised|G,) =1 - <1> (5) (1 - E) . (15)

i=0

X
P(KR is compromised|Cy) =1 — (1 - m) . (17)

From formulas (11)-(17), the probability that the communica-
tion key K between two noncompromised sensors is compromised
is:

e ()@ e ()
+<1‘<1‘(t+1v2+s) )(PL 14P El<u v)))
(- a) ()-8
() () o

Fig. 4 shows the relationship between the fraction of compro-
mised links for noncompromised nodes and the number of com-
promised nodes. In this figure, every sensor node is capable of
holding 200 cryptographic keys in its memory and there are 2000
sensor nodes in the network. From the figure, we can see that if
a larger t leads to a resilience against node capture closer to the
DDHV scheme in [15]. A smaller t leads to a resilience against node
capture closer to the RKP scheme in [13]. From formula (5), we see
that a larger t leads to a smaller s. A smaller s indicates that there
are more polynomial shares preloaded in the nodes and the prop-
erties of the proposed scheme will be closer to the DDHV scheme.

5.3.2. Comparison with previous schemes

In this subsection, we compare the resistance against node cap-
ture attacks of the proposed scheme with that of related works,
including the RKP scheme [13], the g-composite scheme (for g=2
and 3) [14], and the DDHV scheme [15].
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Fig. 4. Fraction of compromised links between non-compromised nodes with dif-
ferent connectivity after an adversary has compromised x random nodes.

y
0.8 / W
) / /
0.4 '/// / g-compsite scheme(q=2) |
0.2 —%— RKP scheme
’ J —*—DDHV scheme

—8— g-compsite scheme(q=3)
the proposed scheme
0 200 400 600 800 1000

(a)

N )})W

0.6 { /Vf/v
<]

/ —&— g-compsite scheme(q=3)

g-compsite scheme(q=2) 1

0.2 —%— RKP scheme ||
’ / —%— DDHV scheme
the proposed scheme
I I
0 200 400 600 800 1000
X

(b)

Fig. 5. Comparison between schemes with different local connectivity. Assume each
node has available storage for 200 keys. (a) Pc=0.34. (b) Pc=0.5.

To have fair comparisons, we use the same amount of the stor-
age per node in all schemes. In the following simulations, we as-
sume that each sensor node can store 200 keys in its memory.

Fig. 5 illustrates the comparisons of different schemes under the
same local connectivity P, with suitable parameter values for the
different schemes. The results show that our scheme offers better
security compared to the other three schemes. It is very clear from
the figures that our scheme has better resilience against node cap-
ture attacks than the RKP scheme, the g-composite (q=2) scheme,
and the g-composite (q=3) scheme, even if the number of cap-
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tured nodes is small. For the DDHV scheme, as long as the num-
ber of captured nodes remains below a threshold value, it performs
well. However, once the number of captured nodes is greater than
the threshold value, the attacker will be able to infer all the com-
munication keys between noncompromised nodes. As shown in
Fig. 5(a), if attackers capture 600 sensor nodes, 70.0% of the com-
munication keys between noncompromised nodes will be compro-
mised. If attackers capture 700 nodes, all communication keys be-
tween noncompromised nodes will be compromised. In the pro-
posed scheme, only 64.5% of communication keys between non-
compromised nodes will be compromised, even if the attackers
capture 700 nodes.

5.3.3. Security proof using BAN-Logic

As the nodes exchange the key generation information through
an open channel, the attackers may forge the key generation infor-
mation to cheat the nodes. Now we use Burrows-Abadi-Needham
Logic [32], generally called BNN logic, to prove that our scheme
can prevent attackers from sending falsely identified key genera-
tion information.

The notations used in rest of the paper are listed in Table 3.

The BAN logic is a well-known formal model used to anal-
yse the security of authentication and key distribution protocols
[33,34]. Some BAN statements that are helpful for analysing the
security of the proposed method are given below.

P| = X: P believes X, or P would be entitled to believe X. In
particular, P can take X as true.

P<X: P sees X. P has received some message X and is capable of
reading and repeating it.

P|~X: P once said X. P at some time sends a message includ-
ing the statement X. It is known whether this is a repeated
message, although it is known that P believed X when he
sent it.

#(X): The message X is fresh.

(X, Y): The formula X or Y are one part of the formulae (X, Y).

< X >k : The formula X is encrypted under the key K.

pX Q : Principals P and Q communicate via shared key K.

Some main logical postulates of the BAN logic are listed below
and will be used in our analysis.

Pl=P<*,Q Pacx>

The message-meaning rule: PI=Q~X

If principal P believes that secret K is shared with Q and
sees<X>K, the P believes that Q once said X.

P‘E#(X).PlElex‘

The session keys rule: X
P|=P<—Q

If principal P believes that the session key is fresh and princi-
pals P and Q believe X (which are the necessary parameters of the
session key), then principal P shares the session key K with Q.

To prove that the proposed protocol is secure, the proposed
protocol must satisfy the following goals that are based on the BAN
logic and given below.

Goal 1: S] | ESzl N(IDz,IPi). Goal 2: Szl ES] | "-’(ID], IP,)
Goal 3: S3|=S4| ~(IP;, j, ID;), Goal 4: S4|=S3|~(IP;, j, ID;)
Goal 5: S| =S3|~(IP;, j, IDy), Goal 6: S3| =S| ~IP;

First, the following assumptions are made about the initial sta-
tus of our scheme.

Al: Si| = 3| = (ID2,IPy), A2: S| = S¢| = (ID1,1P;)
A3: S3| = S4| = (IPyj, IDy), Ad: S4| = Ss| = (IPyj, IDy)
A5: S]l = 53| = (IPIJ, IDk), AG6: S3| = S]| = IPl

Second, the proposed protocol is transformed into an idealized
form.

M1: Sy —S;: (ID2IP), M2: S; —S,: (ID1,IP;)

M3: 52 —>S1Z < IDz, IPI > SK21» M4: S] —)Sz: < IDI, IPl > 5K12
M5: Sy —S3: (IPij,ID;), M6: S5 —S4: (IPjIDy)

M7: S4 —S3: < IPi,j,IDk > si43, M8: S3 —54: < IP,‘,j,IDk > SK34
M9: 53 —>S1: (Ipi,j,IDk), M10: 51 —>S]: IPI

M11: 53 —>51: <1Pi,j,IDk > GK13» M12: S] —)Sg: < IPl > GK13

Third, the idealized form of the proposed scheme is analysed
using the BAN logic. The main steps are described as follows.
From M1, we have

D1: S1| = #(ID,, IP,).

From A1, D1 and the session keys rule, we obtain
D2: S =5 &% s,

From M3, we have

D3: S1a < IDy, IP> 5k, .

From D2, D3 and the message-meaning rule, we get
D4: S;|=S,| ~ (ID,IP;). (Goal 1)

From M2, we have

D5: S,| = #(IDq, IP,).

From A2, D5 and the session keys rule, we obtain

D6: S| =S, <2 5,

From M3, we have

D7: Sy< < IDy, P>,

From D6, D7, and the message-meaning rule, we get
D8: Sy| =S1|~(ID4, IP;). (Goal 2)

From M5, we have

D9: S3| = #(IP, j, IDy).

From A3, D9 and the session keys rule, we obtain

D10: S| = Sy <24 5.

From M7, we have

D11: S3a < IR, j, IDg>si,,-

From D10, D11, and the message-meaning rule, we get
D12: S3|=S4| ~(IP;, j, ID}). (Goal 3)

From M7, we have

D13: S4| = #(IP, j, IDy).

From A4, D13 and the session keys rule, we obtain
D14: S4| =S5 2 .

From M8, we have

D15: S4a < IP, j, IDy> sk,

From D14, D15, and the message-meaning rule, we get
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D16: S4|=S3| ~(IP;, j, IDy). (Goal 4)

From M9, we have

D17: S| = #(IP, j. ID).

From A5, D17 and the session keys rule, we obtain

N
DI8: S| =S5 <4 5.

From M11, we have

D19: S1< < IR, j, IDy>sk -

From D18, D19, and the message-meaning rule, we get
D20: S;|=S;]~(IP;, j, ID}). (Goal 5)

From M10, we have

D21: S| = #(IPR).

From A6, D21 and the session keys rule, we obtain

D22: S3] =53 &3 5.
From M8, we have
D23: S34 < IP>sp,,.
From D22, D23 and the message-meaning rule, we get
D24: S1|=S,| ~IP;. (Goal 6)
6. Conclusion

This paper presents a new key predistribution approach for
WSNs. This scheme was based on the random key predistribution
and polynomial-base key predistribution scheme. In the proposed
scheme, the predistributed keys in compromised sensor nodes will
not disclose any information regarding the polynomial shares in
the uncompromised sensor nodes. The effectiveness of the pro-
posed scheme has been demonstrated through analyses and sim-
ulations. The simulation results show that the proposed scheme
provides better resilience against node capture attacks compared
to previous schemes.

Two directions are worth future research. First, it might be
worthwhile to extend the combination of the DDHV scheme anal-
ysis to key predistribution schemes other than the RKP scheme. A
good candidate would be the g-composite scheme introduced in
[14], which is a direct extension of the RKP scheme. Second, we
would extend this method to cluster-based WSNs.
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