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Abstract—The Internet of Things (IoT) has the potential
to become one of the most disruptive technologies that have
emerged in recent decades. It can influence both civilian and
military applications. One of the biggest challenges to successful
deployment of IoT systems is security. Security is particularly
important in military applications of IoT. In this article we
discuss security challenges related to military applications of IoT
and propose a possible approach to solving some of them, based
on Object Level Protection and cryptographic access control.

I. INTRODUCTION

The Internet of Things (IoT) has the potential to become
one of the most disruptive technologies that have emerged
in recent decades. It can influence both civilian and military
applications.

The IoT is in itself not a radically new technology -
rather it is an integration of several existing technologies such
as wireless sensor networks, embedded systems, machine-to-
machine communications, cloud computing and mobile appli-
cations. The integration was made possible by recent advances
in these individual technologies, which enable cost-effective
and relatively easy implementation of cyber-physical systems,
and involve physical sensing, networking, data analysis, and
context-aware workflows and applications. The integration,
although a natural step in the the development of information
systems, has the potential to cause a phase transition in the way
we interact with the physical environment and dramatically
increase both our situational awareness and the amount of data
processed by information systems.

One of the biggest challenges related to wide-spread de-
ployment of the IoT is security. Security of the IoT has been
a subject of active research in recent years, including several
research projects funded by both the European Commission
and DARPA.

In this paper we provide a military perspective on the
security of IoT applications and we show how IoT applications
can be supported by the Content-based Protection and Release
paradigm proposed for future military operations [1].

II. ROLE OF IOT IN MILITARY APPLICATIONS

There are several high-impact use cases for deployment
of the IoT in a military environment. Some of the most
important use cases are briefly discussed below. A more
detailed discussion of the applicability of the IoT to military
operations can be found in [2].

A. Smart equipment

The Internet of Things can be applied to a large variety
of military equipment such as vehicles, supplies, and even
weapon systems. Many such network-enabled objects have
already been demonstrated to have significant security flaws
and vulnerabilities. In particular, several serious vulnerabilities
have been identified in cars [3]–[6], leading to massive vehicle
recalls. There are also known examples of the enemy ex-
ploiting weaknesses in the security of military cyber-physical
systems [7]. Similarly, researchers have recently identified
important security vulnerabilities in commercially available
smart rifles [8].

B. Situational awareness

One of the most important aspects of every military op-
eration is proper situational awareness. Most armed forces
already use a wide range of sensors and unmanned vehicles
for gathering intelligence. Incorporating civilian IoT solutions
into military IT systems could improve the operational picture
available to a commander and could substantially contribute
to augmenting overall situational awareness. Nevertheless,
positive effect of such augmentation can be only achieved if
an adequate availability and integrity of information delivered
from the IoT systems can be assured. Therefore, the COTS IoT
systems need to be carefully evaluated in this respect before
being integrated as trusted and reliable sensors within cyber
situation awareness capability.

C. Logistics

Use of the IoT, including sensors and RFID, is fundamental
for improving the efficiency and effectiveness of logistics
operations. This includes interoperability with third-party lo-
gistics systems, since many of the supplies required during
military operations consist not only of military equipment,
but also of subsistence and medical materials for forces. The
use of IoT systems in logistics could also contribute to in-
creased safety of logistic operations, e.g., by preventing a joint
transportation of some goods such as chemical components,
which could result in dangerous chemical reactions, or parts
of cryptographic equipment, which should not be intercepted
by an adversary [9]. However, it was shown in the past
that improper integration of RFID tracking solutions with
the backend system could lead to new attack paths on the
enterprise information systems [10]. Also, lack of an adequate
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protection of confidentiality could enable an adversary to
perform better targeted attacks on the delivery convoys or
use the information as a side channel for reasoning about
planned military operations. Similarly, inadequate integrity and
availability protection could be exploited by an adversary to
severely impact the logistics operation, e.g., by maliciously re-
routing the goods. All these risks need to be taken into account
when designing IoT-enabled logistic applications for military.

D. Medical care
Assistance in treatment of medical conditions and injuries

during combat operations is one of the most commonly
discussed applications of wearable and stationary IoT systems
in military environment. However, in addition to high potential
for improving speed and accuracy of delivering, often life-
saving, medical treatment to soldiers, smart medical care
systems may also introduce some new risks. Modern medical
systems and health monitoring systems are typically equipped
with wireless functionality and enable communication between
devices and towards medical back-end systems. These wear-
able - or implantable - medical systems were demonstrated
to have some security vulnerabilities [11]–[13]; in fact it has
recently emerged that some prominent public personalities
were aware of the issues and sufficiently concerned to disable
remote connectivity in their implanted medical devices [14].

III. IOT AS A NEW ATTACK SURFACE

Like every new technology, IoT potentially introduces a new
attack surface in the military IT system. This attack surface
consists of:

• IoT devices (i.e. sensors and actuators)
• Communication channels between the devices as well as

between the devices and the back-end system
• IoT-specific back-end applications
• Back-end data storage.
From an enterprise perspective, some interesting new secu-

rity challenges are also introduced through the implementation
of the Bring Your Own Device (BYOD) concept in relation
to personal IoT devices. Although most of the current work
on BYOD security policies and mechanisms is focused on
relatively powerful traditional mobile devices, such as laptops
and smartphones, it is conceivable that in the near future
employees will be bringing to the work place a large number
of smart devices, with all their related security risks and
opportunities. How this situation could be exploited in order to
increase the security of the enterprise by taking advantage of
the additional sensing capabilities, rather than it only opening
new attack vectors for the enterprise system, is still an open
question. One of the open challenges is the management of
potentially complex security policies applicable to IoT BYOD.
In this respect formal approaches may offer an interesting
solution.

A. Attacker model
IoT systems used in military environments are faced with

determined attackers with varying technical capabilities. Al-
though some of the adversaries faced by NATO and NATO

nations in their recent operations are not technically so-
phisticated, this situation changes rapidly. Insurgents in Iraq
being able to access unencrypted surveillance streams from
American drones is the best example of a risk introduced
by underestimating the capabilities of an adversary. Also,
many historically unsophisticated enemies have substantial
financial resources and control large parts of the population.
This provides them with the ability to procure by purchase or
coercion the required expertise externally.

Depending on the IoT use case, the attacker may be more
(e.g. in the case of ground seismic sensors) or less (e.g. in
the case of unmanned vehicles) likely to have physical access
to a device. Nevertheless, it is reasonable to assume that the
physical integrity of the device cannot be guaranteed and the
devices should be equipped with embedded secure elements
and a trusted execution environment [15] in order to protect
the cryptographic material as well as the capability for remote
wipe.

It must also be assumed that the attacker has access to a
wireless communication channel between the IoT devices, as
well as between the IoT devices and the gateway to the back-
end system. Therefore these communication channels must be
authenticated and secured against eavesdropping as well as, to
the extent possible, against jamming.

The attacker’s accessibility to the IoT back-end system,
typically located in a cloud, may vary depending on the
exact location of the back-end system. Accessibility may be
reduced by existing network defences in the case of systems
located within the private NATO cloud, but systems hosted by
third-party providers may use a public cloud or expose their
interfaces to the public Internet.

Therefore it is important that a proper vulnerability assess-
ment and penetration testing, including scenarios involving
compromised IoT end devices, be performed regularly on the
back-end system.

B. Vulnerabilities

A recent study [16] of 50 smart home devices found
that none of the devices enforced strong passwords, used
mutual authentication, or protected accounts against brute-
force attacks. Almost two out of ten of the mobile apps used to
control the tested IoT devices did not use Secure Sockets Layer
(SSL) to encrypt communications to the cloud. The tested IoT
technology also contained many common vulnerabilities. In
particular, some of the web portals used to control IoT devices
had serious vulnerabilities, allowing unauthorized access to the
back-end systems.

The Open Web Application Security Project (OWASP) List
of Top Ten Internet of Things Vulnerabilities [17], which
define the attack surface of IoT applications, is:

1) Insecure web interface
2) Insufficient authentication/authorization
3) Insecure network services
4) Lack of transport encryption
5) Privacy concerns
6) Insecure cloud interface



7) Insecure mobile interface
8) Insufficient security configurability
9) Insecure software/firmware

10) Poor physical security.

C. Privacy

Privacy implications of the IoT have been a subject of
research and public interest in both Europe [18] and the
US [19]. Although privacy is not a primary concern during
military operations, NATO and NATO nations have to comply
with the national privacy regulations applicable to the deployed
personnel. Thus it is important that the implemented IoT
solutions not unnecessarily infringe on the privacy of person-
nel and that all collected personal information be adequately
protected both in transit and in storage.

IV. IOT AS A SECURITY ENABLER

Despite the security and privacy risks introduced by IoT
systems, the IoT can be used to provide an additional source
of security-relevant information and thus enable context-aware
security mechanisms and support defence-in-depth principles.
For example, context information received from IoT systems
could be used as input to authentication mechanisms (e.g.
using behavioral biometrics) or be used to dynamically adapt
the level of deployed security measures, based on the perceived
threat level and operational picture. Our recent results on
behavioral biometric authentication are promising [20]. Al-
though our implementation was limited to the standard sensors
included in a typical smartphone, the same approach could
be applied to distributed scenarios, in which the behavioral
pattern of the user is collected from multiple IoT devices, if
sufficient trustworthiness of this information can be guaran-
teed.

V. SECURITY REQUIREMENTS FOR MILITARY IOT

The security requirements for military IoT systems do
not differ from the security requirements for any other IT
systems deployed in the military environment, and concern
confidentiality, integrity and availability.

A. Confidentiality

Confidentiality is an important aspect of any military op-
eration. In the case of IoT systems, confidentiality protection
is required for all communication channels, as well as data
stored and processed both at the end nodes and in the back-end
system. For example, in the case of wireless sensor networks
or unmanned vehicles, compromising confidentiality may both
endanger the forces and the goals of operations by giving clues
about the military plans, and provide unintended support to
the enemy by providing him with data streams and increased
situational awareness. A real-life example of such a threat was
observed in December 2009 when militants in Iraq obtained
access to the unprotected down-link transmission used by the
US drones [7].

B. Integrity

Integrity is critical for many aspects of military IoT systems.
Clearly it is important that the information delivered to the
command and control center by smart things has not been
modified and is trustworthy enough to be incorporated into the
operational picture and used for command decisions. However,
it is equally important that the command and situational
information provided to the smart objects be of appropriate
integrity. For example, it is stipulated that in December 2011
Iran had successfully brought down a US reconnaissance RQ-
170 Sentinel UAV by spoofing the GPS signals it received
to navigate back to its launch point. Integrity is not only a
feature of information but also of a system, where it refers
to ensuring preservation of a secure state and configuration
of a system. A violation of integrity of the system may have
catastrophic impact on confidentiality, integrity and availability
of data processed by this system. Example of such attack was
observed in in September 2011, when a virus-infected military
system was used for keylogging command and control of a
US UAV fleet at Creech Air Force Base in Nevada [21]. These
events led to the development of the DARPA research program
in High Assurance Cyber Military Systems [22], [23].

C. Availability

The full potential of the IoT in military environments will
not be achievable if required availability of the information
delivered from the sensors and devices cannot be assured.
Similarly, it is important that command and control infor-
mation be available to actuators and smart devices when
required. A specific aspect of availability related to the IoT
is so-called sleep-deprivation attack. This type of attack tar-
gets specifically battery-powered devices, which are common
among smart things, by preventing them from entering an
energy-saving mode. This leads to depletion of battery power
and replenishing batteries may be extremely difficult, if not
impossible, in combat situations, thus zero-power technology
and energy scavenging may be important for survival of
the IoT systems. These are subjects of recent large DARPA
research programs [24].

VI. APPLYING OBJECT LEVEL PROTECTION TO IOT

A. Object Level Protection

The concept of Object Level Protection (OLP) [25] was
developed to support NATO Network Enabled Capability
(NNEC) [26]. OLP is a system-wide standard approach to data
protection; it is built on two fundamental pillars:

1) Protection is applied to individual data objects (or por-
tions thereof) instead of to a collection of data objects
and systems.

2) Metadata is bound to data objects and is used by
protection enforcement mechanisms to determine the
protection requirements for a data object.

OLP also complements the cyber defence component of a
cyber security architecture by supporting data leakage pre-
vention and defence-in-depth. In particular, OLP capability



	
  
Fig. 1. The OLP Space extends into all directions of the PPES.

strengthens resilience to unforeseen threats in the sense that if
perimeter protection appears to be insufficient, then there is a
second layer of protection at the object level, especially when
cryptographic access control is deployed [27].

B. OLP dimensions

The OLP space (OLPS) can be defined by the following
three dimensions:

1) The level of detail in the description (i.e. metadata) of
the content of an information object, in short detail of
content description

2) The granularity of the information about the actor (i.e.
human user or automated process that requests access to
a data object) and the environment that can be supported
by the protection policy enforcement capability, in short
granularity of access control

3) The level of object protection, i.e. to what extent it is
possible to protect an object regardless of its location
and the time.

There may be multiple ways in which mechanisms related
to each dimension can be implemented. The individual dimen-
sions are discussed in more detail below.

1) Detail of content description: An information object can
be described using metadata. The metadata is used by protec-
tion mechanisms to determine the protection requirements for
a data object. The level of detail with which an information
object is described determines the precision with which the
protection requirements can be formulated and enforced; it
also depends on the type of metadata that is used. In the state
none, protection mechanisms do not rely on any metadata.
Instead a protection policy is enforced at the system (or
network) level and is applied to all data objects (e.g. as in
the system high approach). As there is no protection at the
object level in this state, it is not part of the OLPS. However,
none is included in the discussion in order to clearly establish
the distinguishing characteristics of OLP (and the OLPS).
In the state sensitivity markings the metadata comprises a

sensitivity marking. A sensitivity marking does not provide
information on the contents of a data object; it is an expression
of the protection requirements and release conditions that
apply to a data object. In the state content properties the
metadata describes the content represented by the data object.
Contrary to sensitivity markings, content properties do not
express the protection requirements and release conditions.
The correspondence between the protection requirements, the
release conditions and the content properties is recorded and
managed in separate protection and release policies [28].

2) Granularity of access control: The information about
the actor and its environment can have different granular-
ity depending on the targeted state. In the state clearance-
based [29] the information about the actor and its environment
is limited to the actor’s clearance level or the classification
of the system (or network) from which the actor requests
access to a data object. In the state Role-Based Access Control
(RBAC) [30] the use of a clearance level for actors is expanded
with the concept of roles, which allows for a more fine-grained
expression of an actor’s authorizations. In the state Attribute-
Based Access Control (ABAC) [31] the use of clearance levels
(and system/network classifications) and roles is expanded to
include more detailed sets of attributes describing the actors
involved in the accessing of data objects, and the technical
capabilities of the systems used for access. The protection
policy enforcement capability that implements this state will
support ABAC.

3) Level of object protection: Enforcing a protection policy
at the data object level requires the ability to apply a protection
policy to an individual data object regardless of its location
and the time. The extent to which this can be realized is
referred to as the level of object protection, for which three
general states are distinguished. The state information domain
separation takes its name from the practice of enforcing
a protection policy at the information domain level, where
the policy is inherited by all systems that constitute the
information domain. In this state a data object is protected
based on its information domain membership and it must
not be transferred to an information domain under a different
(i.e. less stringent) protection policy. Currently, prevention is
commonly realized by separating systems or networks (where
the systems or networks contain information and form an
information domain). As there is no protection at the object
level in this state, it is not part of the OLPS. However the
state is included here to clearly establish the distinguishing
characteristics of OLP (and the OLPS). In the state deny or
grant access (DOGA) protection mechanisms are introduced
that can enforce a protection policy at the object level. The
enforcement can be coarse-grained, i.e. access control is en-
forced on a data object as a whole, or fine-grained in the sense
that it is possible to enforce a protection policy on portions of
a data object. If an actor is allowed to access a data object,
then access is granted by releasing the data object to that actor
(where the data object is transferred from the data object’s
information domain to the actor’s information domain). An
example is the release of data objects from one domain to



another through the use of a cross-domain guard, such as the
NATO Medium Assurance XML-labelling Guard [32], which
makes release decisions for (portions of) data objects. In the
state cryptographic access control (CAC) [33] the protection
policy is not enforced according to the DOGA principle, but
instead by encryption of data objects (or portions thereof). The
use of CAC increases the level of object protection because
an encrypted data object is protected regardless of its location,
whereas in the case of DOGA once the data object has been
released, the protection policy of the originating information
domain can no longer be enforced. When CAC is used, the
access control decision is not enforced in direct response to
a request for a data object. Instead data objects are encrypted
and the access control decision is delayed until a decryption
attempt is made. When an actor is able to decrypt the data
object, this implies that the correct key material has been used
and it is concluded that the actor is authorized to access the
data object. When decryption fails, this implies that the actor is
not authorized. Note that the decision to release decryption key
material to an actor will be based on whether or not the actor
has authorization. However, when CAC is used the request
for key material can in principle be made independently of
the attempt to decrypt (i.e. access) the data object.

C. Applicability to IoT

Describing information generated by the IoT using content
properties is a natural step, as much of the data is sensor-type
data, often described as an XML structure. Use of ABAC
takes advantage of the availability of content metadata in
IoT systems and supports fine-grained information sharing
between partners relying on federated IoT systems. The tradi-
tional approach to protection of data in military systems, by
relying on security markings and Bell-LaPadula [29] security
policies, is not applicable to the IoT because it is too large
and potentially cannot control its devices. Similarly, enforcing
DOGA principles in IoT applications may be overly complex
and unscalable.

D. Cryptographic access control for military IoT applications

We argue that OLP with CAC provides an attractive solution
for protecting data in military IoT systems. The advantage of
using cryptographic access control on an information object
level, instead of network layer confidentiality mechanisms,
is that objects can be protected end-to-end, including during
possible interim storage. Also, fine-grained access control
offered for OLP facilitates sharing of information generated by
the IoT systems with external partners, such as local civilian
authorities, non-governmental organizations, the International
Committee of the Red Cross, and the United Nations. Imple-
menting a flexible information-sharing capability within the
IoT from the beginning is crucial because such a large amount
of data can potentially be generated by IoT systems, and that
data would be impossible to analyze and release using the
classical (manual) process.

In public-key encryption schemes, every entity holds both a
private and a public key according to predetermined global

parameters. In order to securely transmit a message to a
recipient, a sender first encrypts it using the public key of
the recipient. The recipient can then upon receipt decrypt
the message using his private key. Public keys are usually
distributed via public-key certificates, which contain a copy of
a public key, some owner identity information and a signature
on the certificate provided by the central authority for the
public key infrastructure.

Identity-based encryption can be seen as a variant of public-
key encryption that does not make use of public-key certifi-
cates, but for which instead the public key for a recipient
can be determined directly from the global parameters of the
scheme and the public identifier associated with a recipient.
Unlike the case in a regular public-key infrastructure, in which
every entity can generate its own private key, in identity-based
encryption schemes private keys are typically generated and
distributed by the central authority.

Attribute-based encryption (ABE) can be seen as an ex-
tension of identity-based encryption, in which decryption
can be enabled based on the outcome of a predicate on a
number of attribute values associated with the recipient. This is
accomplished via prior assignment of a number of private keys
corresponding to these attributes. Attribute-based encryption
allows for fine-grained control of the decryption capability for
a message; the sender does not necessarily need to know the
precise identities of the appropriate recipients but can instead
define an attribute-based policy for the recipients.

Attribute-based encryption can be further abstracted into
predicate encryption and functional encryption. Hidden-index
predicate encryption schemes are useful when the access pol-
icy or the attributes themselves consist of sensitive information
and should therefore also remain hidden to unauthorized par-
ties. Attribute-based encryption and predicate encryption can
be seen as special cases of a higher-level functionality called
functional encryption. Functional encryption schemes allow
messages to be encrypted in such a way that decryption of
the resulting ciphertext produces an evaluation of the message
with respect to a key-dependent function.

In our recent work, we have investigated use of ABE
schemes for object level protection [27]. These schemes can
be combined with classical symmetric encryption schemes,
similarly to the approach commonly used with traditional
public-key cryptography in order to construct a hybrid en-
cryption scheme. Such hybrid encryption scheme limits the
performance overhead introduced by use of ABE. Several
researchers have investigated use of ABE in the context of
the IoT [34], [35].

VII. CONCLUSION

We have discussed several use cases and related threats
applicable to the use of IoT systems in military applications.
We also presented the concepts of Object Level Protection and
cryptographic access control, which are currently considered
to be possible security models for future NATO operations.
We conclude that OLP and CAC can be applied to the IoT



in order to provide end-to-end data protection, both in transit
and in storage.

The deployment of cryptographic access control in the IoT
introduces several challenges, including the key management
and implementation of cryptographic algorithms in constrained
environments. Although, the computational overhead of intro-
duced by many modern cryptographic mechanisms is too large
for many of todays IoT devices, experience has shown that the
performance of devices improves much faster than anticipated
and that devices can in a short time improve sufficiently to per-
form even complex cryptographic algorithms. Although there
will always be a market space for low-end IoT devices, e.g.
nano-things [36], the majority of IoT devices will be powerful
enough to support state-of-the-art encryption mechanisms such
as ABE before the regular life cycle of military systems results
in wide-spread adoption of IoT technology.

An interesting open research issue is to what extent data
can be kept in an encrypted state through its entire life cycle.
This was a topic of a recent research program at DARPA [37].
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