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Abstract—The intellectualization of an electrical power 
system (EPS) creates a required infrastructure for the efficient 
transmission, distribution and consumption of electrical energy, 
and is based on the integration of the EPS with information 
networks. Significant disadvantages of such integration are 
related to the problems of cyber security which have become 
particularly important in recent times. Currently, the applied 
methods of cyber security are taken from information technology 
and in no way are connected with the specifics of electrical power 
systems. The purpose of this article is to develop an algorithm to 
detect cyber-attacks based on continuous monitoring of the EPS 
parameters. The method is based on the algorithm of additional 
authentication of the SV-messages of the IEC 61850 Protocol sent 
between microprocessor devices of relay protection and 
automation (MDRPA). This authentication is based on the results 
of beforehand simulation of many regimes of the analyzed 
electrical network. Additionally, the authors presented the 
analysis of the scenarios and damage from cyber-attacks which 
includes the sequential outages of power generation facilities. The 
cyber-attack scenario is the result of an iterative calculation of 
the steady state modes of the electrical network depending on the 
indices of the elements.  

Keywords—smart grid; cyber-attacks; cybersecurity; short 
circuit, scripts; relay protection devices; damage from cyber-
attacks; power system 

I.  INTRODUCTION  
The intellectualization of electrical power systems (EPS) 

creates the required infrastructure for efficient transmission, 
distribution and consumption of electrical energy, and is based 
on the integration of EPS with information networks [1]. 
Significant disadvantages of this integration are related to the 
problems of cybersecurity, which are especially acute in recent 
times [2]. It should be noted that the electric power industry 
belongs to a critical infrastructure [3, 12], and its smooth 
functioning is an important component of economic systems  
reliability [4]. 

Unfortunately, the main methods ensuring cybersecurity, 
which are now used in electrical networks [1, 5], are borrowed 
from the field of information technologies and are in no way 
related to the electric power production specifics. 

The object of the research is to work out an algorithm based 
on continuous monitoring of EPS parameters to detect cyber-
attacks. Additionally, the analysis of scenarios and damage 
from cyber-attacks, expressed in consecutive outages of 
electric power facilities, is carried out. 

To carry out research on the topic, an EPS site consisting of 
220 kV ring mains supply and 110 kV ring distribution 
networks was selected (Figure 1). The electric grid complex 
includes electric substations with autotransformers and 
transformers, as well as overhead transmission lines. 
Consumers’ power supply comes from two sources: the joint 
electric power system communicating with the neighboring 
subsystems in the 220 kV ring and the local TPP in the 110 kV 
ring. In the course of multiple simulation experiments, the 
parameters of normal, post-emergency and emergency steady-
state operation modes of the electric network were estimated 
(Figure 1). 

To implement cyclic calculations of emergency modes for 
nodes and branches of the electrical network, a special software 
in Visual Basic with a graphical interface in the form of a 
Microsoft Excel spreadsheet was developed. The software uses 
the loop method to calculate system-fault duty and the nodal 
potential method to calculate normal conditions. 

II. MATERIALS AND METHODS 

A. Method of detection a cyber-attack on the power system 
Let the emergency mode, fixed by microprocessor devices 

of protective relaying and emergency control schemes and 
ACS TP of substations characterize an actual damage in the 
power system or a cyber-attack. Taking into account the 
application of the standard of modern digital sub-stations IEC 
61850 [6], SV and GOOSE messages are generated. Protective 
relaying and emergency control schemes protecting a certain 
section of the electric network exchange those messages. 

When transmitting, in particular, the SV messages between 
protective relaying and emergency control schemes, there is a 
violation of the integrity of the data packets [12]. This allows 
to determine the fact of the presence of an external 
unauthorized intervention in the information space of the 
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agricultural technological process. If the attacker does not 
know the principles of the data encryption used in the 
transmission of messages, the detection of invasion by 
detecting broken communication packets is highly efficient. 

However, if the attacker is aware of the information 
protection measures in use, and he can substitute (distort) the 
SV messages transmitted, a false alarm and an unwanted 
tripping of the power network element will occur. To avoid this 
situation it is suggested introducing additional authentication of 
the transmitted SV messages. This verification is based on the 
use of the preliminary simulation results of the analyzed 
electrical network emergency modes variety. 

B. The method of cyber-attack scenarios 
The method is based on the anticipating the scenario of a 

cyber-attack. Guided by the principle that any organized attack 
on industries (in particular, on agricultural) occurs to cause 
maximum damage, we can obtain a matrix of attack scenarios 
when examining a particular electrical network. Time required 
to detect an attack is determined by the time of the search for 
the correspondence of the emergency situation to one of the 
previously simulated scenarios. 

To calculate cyber-attacks scenarios, there is used the 
linearization method of  the power system operating mode by 
representing it in the form of a set of passive (complex 
resistances) and active (current sources in the nodes) elements 
[7, 13]. Thus, the load and generation nodes are represented as 
ideal current sources, in which the signs of the real and 
imaginary parts characterize the corresponding nodes. Power 
transmission lines and windings of power transformers are 
represented simplistically by concentrated complex resistances 
disregarding mutual induction. 

The electrical network is modeled as a directional graph, 
which is mathematically represented as an incident matrix. The 
incident matrix of the electric network graph is then used to 
solve linear equation systems by the Gauss method to 
determine the voltage vectors at the nodes and currents in the 
branches. 

 

[ ]TnUUUU ,,, 21 =  (1) 

[ ]TnIIII ,,, 21 =  (2) 

 

Where “n” represent number of nodes in electric power grid 
model. 

Expressions (1) and (2) characterize nodes parameters of 
the electrical networks district model. The voltage is the 
reference of the criterion for the existence of the mode. The 
second reference value is the currents in the branches. The 
transformer ratios for the branches are taken to be valid [11]. 
The currents in the branches represent a column-matrix. 

[ ]TmJJJJ ,,, 21 =  (3) 

Where “m” represent number of branches in electric power 
grid model. 

From a mathematical point of view, the problem of 
calculating the steady-state mode of the electric network model 
in question belongs to the nonlinear class and, consequently, its 
solution can be obtained, for example, by iterative methods. 

Cyber-attacks scenarios are the results of iterative 
recalculations of the steady-state mode of a given model of an 
electrical grid, depending on the elements state indexes [9]. 
Each scenario consists of groups that correspond to a set of 
switches [14]. For the model in question, there are used 
scenario groups containing one shutdown. 

The state indexes are calculated as it is required to maintain 
load nodes (static stability) and preserve the branches in 
operation in accordance with the maximum permissible current 
loads. 

For the branches state indexes are calculated by the 
expression: 

i
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Where ifactI ,   represent the modulus of current flowing in 
the i-branch; iImax,  represent the limit value of the current for 
a given branch. 

The current limit value iImax,  is taken into account in 
accordance with the following provisions: 

- For power lines with any number of circuits, the limiting 
current is assumed equal to the valid durable current of the line; 

- For power transformers and autotransformers, the limiting 
current in the windings is assumed equal to the current in 
accordance with their maximum allowable load 
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Where jS is the rated capacity of the power transformer 

(autotransformer); jK  is the coefficient of transformers 

(autotransformers) overload capability; jU   - rated winding 
voltage. 

For the nodes, state indexes are calculated by the 
expression: 
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Where j,factU  is the actual voltage in the j-load node;  

jUmax,  is the critical voltage of the load node; jrelsK ,.  is the 
steady-state stability factor of the load [9]. 

The critical voltage jUmax,  of load nodes is determined by 
the condition of maintaining a stable work load [9]. In the 
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calculations, the motor character of the load and the conditions 
for its stable operation with a change in the voltage at the node 
are assumed. When the value of the actual voltage on the load 
decreases by more than 30%, a significant part of the motor 
load is disconnected. This situation is modeled by changing the 
value of the total power consumption in the node by 25% 
compared to the given one. The further decrease of the voltage 
in the node by more than 40% leads to the final load drop and, 
consequently, to the disconnection of the node from the power 
system by protective relaying devices. 

Electrical network malfunction is a criterion for exiting the 
iterative calculations of cyber-attack scenarios. This parameter 
represents the amount of total electricity shortage to consumers 
in the electric grid, which is determined by the expression 

 

SSnS
N

т
nful ∆+⋅= ∑
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 (7) 

 

Where fulS  is the total value of  load nodes capacity of the 
total power of the electric network; n  is the number of load 
nodes under consideration; S∆  - the amount of additional 
capacity reserve, which can be brought in by the power system 
at the time of a cyber-attack. 

The first group of scenarios is the deactivation of any 
schema branches. From the second, the groups are ordered and 
represent branch outages based on the current state indexes of 
the network elements (expression 6). 

III. RESULTS 

A. Detection of cyber-attacks on the power system 
The application of the developed method is illustrated by 

the example of line 1 of EPS, presented in Figure 1. 

The line has the following features: 

- connects the communication node 1 with the power 
energy system and the 220 kV substation; 

- It transmits a large flow of power, so its state significantly 
affects the reliability of the electrical network. 

Normal and emergency modes of the electric network with 
obtaining current by branches were calculated with developed 
software [15, 3]. Implementation of the calculations was 
carried out iteratively. Each iteration was characterized by 
random parameters of the emergency process: location of the 
fault point on the line, type of short-circuit and value of the 
transient resistance [10, 20]. The distribution of currents in the 
branches with a two-phase short-circuit on line 1 is shown in 
Figure 2 (a). A similar voltage distribution at the nodes is 
shown in Fig. 2 (b). 
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Fig. 1. Electric power network used for modelling and example of cyber-
attack detecting method 

As the change in the current values in SV messages of IEC 
61850 leads to the electric power object relay protection 
operation, to verify the data a cyclic algorithm which includes 
the following actions (Figure 3) is developed [5, 19]:  

- Selection of the branch of the modeled EPS; 

- Formation of a false current value (Iph); 

- Formation of false voltages (Ubegin and Uend); 

- Search for current coincidences for emergency modes; 

- Comparison of actual voltage in nodes with false ones; 

- Conclusion about compliance with the current mode or a 
cyber-attack. 

To generate random false currents in the selected branch 
(Iph);, the nominal branch voltage and the range of currents, 
from which (Iph) was subsequently randomly selected, were 
determined.  

 
Fig. 2(a). Example of the distribution of parameters in an electrical network 
with short-circuit mod on line 1 (current in branches 
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Fig. 2(b). Example of the distribution of parameters in an electrical network 
with short-circuit mod on line 1 (current in branches 

 

The average value of the current in the i-element of the 
electrical network was formed according to the expression 
[16]: 

..

.
.
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In (8) imidI .  represent middle current value in i-branch; 

imidS . - middle value of power in i-element of power system 
model; ..imidU - middle value of voltage in i-element of power 
system model. 

Voltage values were set to nominal for both power lines 
and transformers (autotransformers) [19]. In multiple 
experiments, emergency modes were modeled only on power 
lines. It was assumed that the probability of a cyber-attack on 
the primary equipment of an electrical substation is small. 

The range of random sampling of false fault currents was 
determined by the following expressions: 

 

imidiiph IKI ..min.min. ⋅=  

imidiiph IKI ..max.max. ⋅=  (9) 

 

Where iphI .min.  is the value of the minimum falsified 

current for the i-element of the electric network; iphI .max.  is 
the value of the maximum falsified current for the i-element of 
the electric network; iK .min  is the value of the coefficient 
determining the lower bound of the range; iK .max  is the value 
of the coefficient determining the upper limit of the range. 

The value of the false voltage of the i-branch was 
determined by a random sample from iphI .min.   to  iphI .max.   
(expression 9). For the selected branch, the values iK .min   and 

iK .max  were taken equal to 2 and 57, it means the maximum 
and minimum 
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Cyber-attack
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Emergency grid situation

Yes No
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staff of electric grid company

End
 

Fig. 3. Generalized block diagram of cyber-attack determine algorithm 
 

values of short-circuit currents on this line, obtained from the 
analysis of emergency conditions parameters. 

Falsified voltages were determined in a simplified manner 
using Ohm's law. In this case known parameters are the 
voltages of the initial node (node "F") and the end node of the 
branch (node "S"). 

The effective values of these nodes the voltages were 
determined by the expression (10). 

),( ... imidimidUif UUKrandU ⋅=  

iiphifis IUU Z... ⋅−=  
(10) 

Where ifU .  is the value of the fabricated voltage of the 
beginning of the i-branch; ),( .. imidimidU UUKrand ⋅  is a 
function of random sampling from a specified range; UK  is 
the coefficient of criticality of changes in the voltage of the 
node (it is taken by chance from the range from 0.7 to 0.8). 

A generalized control-flow chart of cyber-attack detection 
is presented in Figure 3. The algorithm is based on the 
comparison of real and model data and allows to realize an 
effective fixation of cyber-attacks. Special software for cyber-
attacks detection should be implemented in the form of an 
automated control subsystem of dispatch control and 
technological management [7, 12]. 
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B. Analysis of scenarios of cyber-attacks 
The purpose of cyber-attacks scenarios analysis was the 

identification of the most vulnerable elements of the electric 
network, the input on which leads to the largest number of 
power cut offs [22]. In addition, the scenarios were investigated 
for the frequency of repetition for the worst variants of power 
supply to consumers [18]. 

The analysis was carried out with simulation modeling, and 
its results can be used to organize trainings on proper conduct 
for operational personnel modeling cyber-attacks on the energy 
system [12, 17]. Potentially vulnerable power system objects, 
which are typical for the detected cyber-attack scenario, should 
be disconnected from the general information network and 
transferred to autonomous (local) management or using direct 
commands of the power system dispatcher [13]. 

An example of the control personnel possible decision 
during a cyber-attack at the EPS (Figure 1) is shown in Figure 
4. When the scenarios of attack are detected on branches 34-36 
of the modeled EPS, the subsequent threat for branch 44 is 
clearly visible, therefore, it is recommended to transfer the 
appropriate network protection and management tools in an 
autonomous functioning [8, 13]. 

Statistics of cyber-attacks simulation are given in Figures 5 
and 6. In Figure 5, the frequency of repetition of the electrical 
network elements in the cyber-attacks scenarios [23] is given. 
In Figure 6, the volumes of the consumers' switched off power 
(damage) are presented. The peak values of the damage on the 
graph (Figure 6) correspond to those scenarios [17, 21], when 
the mode is physically unstable, (the capacity of the entire 
network does not allow transferring a given amount of power 
to consumers). 
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№33
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№35
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Fig. 4. Example of making a decision during cyber-attack 

IV. CONCLUSION 
1. The creation and development of intelligent electrical 

networks requires a deep understanding of the potential 
consequences of the introduction of information technology 
and the emergence of cyber threats. 

 
Fig. 5. Example of making a decision during cyber-attack 

 

 
Fig. 6. Damage from scenarios diagram 

 

2. The proposed method for detecting the distortion of SV 
messages of the protocol IEC 61850, exchanged by 
microprocessor devices for relay protection and automation, is 
an effective means of detecting cyber-attacks. The use of 
statistical data of the simulation model of emergency regimes 
makes it possible to distinguish the current mode of the 
electrical network from a cyber-attack. 

3. The analysis of cyber-attacks scenarios with the use of 
simulation modeling provides identification of the most 
vulnerable elements of the electric network, as well as the 
definition of the operational personnel behavior strategy in case 
of information protection violations and minimization of 
damage from outages. 
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