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Over the last few years, there has been a great interest in the Internet of Things (IoT). This is mainly because the
IoT interacts directly with people's everyday lives in critical applications, such as in smart homes and healthcare
applications. IoT devices typically have a resource-constrained architecture, rendering them vulnerable to
cyberattacks. Accordingly, smart devices and stored data need to be secured through lightweight and energy-
efficient security solutions, which have been identified as the main challenge facing adoption of IoT systems.
To address this problem, a disruptive technology (blockchain) has been foreseen by the industry and research
community as being able to deliver secure, fast, reliable, and transparent solutions for IoT systems. Hence, this
work investigates the adoption of lightweight blockchain technology, mainly as a method of securing IoT systems.
Because hashing plays a major role in creating a robust blockchain structure, we select a number of different hash
techniques to be executed on a Raspberry Pi device. In summation, this work provides a numerical study to
evaluate the performance of well-known hash functions that can be used for lightweight blockchain-based IoT.

1. Introduction

The rapid evolution of current technology has shifted attention to
electronic devices connected to the Internet, which form a system called
the Internet of Things (IoT). IoT comprises a network of connected devices
that can sense and share data autonomously using wireless sensor net-
works (WSNs) and radio frequency identification (RFID) [1]. The range of
IoT applications varies from smart homes and cities to healthcare appli-
cations, which interact directly with people's everyday lives. IoT systems
have very specific features and a large number of devices generating sig-
nificant volumes of data; thus, they require high levels of connectivity and
power to continue running [1]. Additionally, these devices have limita-
tions in terms of computing, storage, and network capacity, rendering
them vulnerable to being hacked or compromised by various types of
cyberattacks [2]. Therefore, security and privacy have been identified as
the main dilemmas facing IoT systems [3,4].

According to recent reports, the number of IoT-connected devices is
forecasted to increase every year, reaching 25 billion devices by 2021
[5]. This anticipated growth in the IoT pushes the need to develop an IoT
stack and standardized protocols, and to find appropriate architectures
that will provide high-quality security and services to IoT devices [6].
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Today, most IoT solutions rely on the centralized server-client model,
connecting to cloud servers [6]. Despite this paradigm working correctly
now, the forecasted growth suggests a new schema should be developed
[6]. Therefore, numerous decentralized architectures have been pro-
posed to establish peer-to-peer (P2P) WSNs [7]. However, these faced
several privacy and security issues until blockchain technology emerged.
Blockchain has the potential to track, coordinate, send, and store trans-
actions and information from a large number of devices, making it suit-
able for applications that do not require a centralized cloud [6].

Blockchain technology is a decentralized, shared, and immutable
database ledger that stores a registry of assets and transactions across a
P2P network [2]. It has a chain of blocks that store time-stamped data
that have been validated by miners [2]. To validate a new block, miners
must reach a consensus through a predefined consensus algorithm (such
as the proof of work (PoW) algorithm), which is usually a
resource-intensive task [1]. Overall, blockchain technology relies on
cryptographic techniques, with hash functions playing a major role in its
robust structure [8,9].

Blockchain systems can be classified into three models: public, pri-
vate, and consortium [10]. Public blockchain is considered a fully
decentralized network where all transactions are visible to the public and
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Table 1
Evaluation studies on blockchain-IoT (Internet of Things) integration.
Ref. Goal Criteria Results Recommendations
[1] Evaluate the viability of operating e Energy consumption o Blockchain can create a great revolution to the e The benefits of this integration should be
blockchain platforms on IoT devices. e CPU and memory usage IoT. studied carefully.
e Virtual memory amount o Light nodes are better fit for IoT. o Research efforts should ensure scalability,
e Bandwidth consumption storage capacity, security, and privacy.
[15]  Study the blockchain utilization to foster e Blockchain integrity, e Integrity in large blockchain systems is the most e Develop IoT applications on another

decentralized and private-by-design IoT.

adaptability, and
anonymity.

secure.

o Adaptability limitation is due to scalability
issues.

e Anonymity is only guaranteed through
pseudonymity.

existing secure scalable blockchain.
o A layered architecture for the IoT.

e Transaction time
o Storage

[16] Evaluate the Ethereum blockchain to
manage [oT devices.

e The Ethereum is not fast enough for time-
sensitive domains.

o Using proxy or full nodes (further
solutions needed).

o Storage issues in Ethereum.

[17] Utilizing blockchain to enhance device
authentication and authorization.

[18] Evaluate hosting platforms for
blockchain as a service for the IoT.

[8] Analyzing the adoption of lightweight
hash functions in blockchain-based IoT.

e Memory and CPU usage
o Network latency

e Throughput
o Security

applications that require processing within

o The blockchain overhead is acceptable. -

e Fog computing perform faster than cloud -
computing.
e The proposed architecture is suited for IIoT

e More lightweight hash functions are
required.

certain times.

everyone can participate in the consensus process. Private blockchain is
regarded as a centralized network where only those nodes that come
from a particular organization can join the consensus process. Finally,
consortium blockchain is considered a partially decentralized network
where only a set of pre-selected nodes take part in the consensus [11].

Blockchain technology was first presented in the cryptocurrency
sector (Bitcoin), although it now offers great potential in other applica-
tions such as e-Governance services, financial services, healthcare sys-
tems, identity verification, and traceability systems [1]. Nevertheless,
according to a systematic review presented in 2016 [12], over 80% of
blockchain-related research papers address the Bitcoin system, with the
remainder focusing on other blockchain applications.

1.1. Motivation

The integration of blockchain into the IoT has caught the attention of
both industry and research communities as a major method of securing
IoT systems [2,4,13]. However, this integration is not an easy task, as
several serious challenges need to be addressed: (i) high resource re-
quirements in blockchain due to the use of consensus algorithms; (ii)
scalability issues caused by the massive amount of data and the need to
reach a consensus among miners; and (iii) high delays attributed to
consensus algorithms and other mechanisms [14]. Consequently, the [oT
needs lightweight, scalable, distributed security solutions and privacy
safeguards [4], which can be achieved through lightweight and
energy-efficient communication protocols and cryptographic algorithms
and hashes. However, it should be noted that despite the robustness of
blockchain security systems, they have vulnerabilities that can compro-
mise their overall security [2].

1.2. Contribution

In this context, the aim of this work is to help in choosing the most
efficient hash functions for resource-constrained IoT devices. To
accomplish this, a numerical study is presented to evaluate the perfor-
mance of different hash functions, because they play a major role in the
blockchain structure.

1.3. Paper organization

The remainder of this paper is organized as follows: Section 2 presents
a literature review on studies that have addressed and evaluated the
integration of IoT and blockchain; Section 3 provides a summary of the
examined hash functions; Section 4 covers the implementation process

and its specifications; Section 5 presents the results and discussion;
finally, the conclusions are reviewed in Section 6.

2. Literature review

Several studies have proposed system architectures and functions for
integrating blockchain into the IoT by examining different critical factors
that can affect the feasibility of this integration. In addition, some rec-
ommendations for making this integration were introduced. In this sec-
tion, several evaluation studies on blockchain-IoT integration are
reviewed and summarized, as shown in Table 1. In addition, some papers
dedicated to evaluating the performance of different hash functions
executed on constrained devices are reviewed.

In Ref. [1], the viability of operating blockchain platforms on IoT
devices was evaluated by executing different nodes (light and full) from
different platforms, including Bitcoin, Litecoin, and Ethereum (light
nodes only) on a Raspberry Pi device. The results indicated that light
nodes were a better fit for limited-resource IoT devices because they
consumed less resources compared to full nodes. Furthermore, the au-
thors stated that blockchain will probably create a great revolution in the
IoT sector, meaning the benefits of this integration should be studied
carefully and research efforts should ensure the scalability, storage ca-
pacity, security, and privacy of such critical technologies.

The current degree of integrity, adaptability, and anonymity of
blockchain was evaluated in Ref. [15], in order to determine whether
blockchain could be utilized to foster decentralized and
private-by-design IoT. They concluded that integrity in large blockchain
systems (such as Bitcoin) was the most secure because of its difficulty
using hashing protocol PoW. However, scalability issues were also re-
ported, making it less suitable for the IoT. Accordingly, they suggested
developing IoT applications on top of another existing secure scalable
blockchain. Moreover, they also proposed a layered architecture where
the blockchain is separated from the application layer, and IoT devices
only store part of the blockchain. Finally, they stated that anonymity was
only guaranteed through pseudonymity, which is not sufficient given the
possibility of being de-anonymized by several techniques.

Another study [16] suggested using blockchain to build an IoT system
by controlling and configuring IoT devices. They used the Ethereum
blockchain as a platform to build a key management system for
authenticating devices and employed Raspberry Pis to simulate the IoT
system with deployed smart contracts equipped with a public key
infrastructure. The results demonstrated that Ethereum was too slow for
time-sensitive applications. Furthermore, the fact that light nodes are not
yet supported on Ethereum creates storage challenges for such
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resource-limited devices. Accordingly, they suggested using a proxy or
full nodes; however, the former solution can affect system security by
adding a third party, while the latter can be too expensive for such small
devices. Ultimately, they concluded that further solutions are needed to
resolve the aforementioned issues.

In Ref. [17], an out-of-band two-factor authentication system for IoT
devices was proposed based on blockchain technology in smart home
settings. In this schema, blockchain was utilized to enhance the
authentication and authorization process by storing and verifying the
relationship information of IoT devices using smart contracts. The au-
thors conducted an experiment to evaluate the performance of the pro-
posed schema (simulated by Eris Blockchain, BeagleBone Black, and
Raspberry Pi 3 devices). The results showed slight memory consumption
(an average of approximately 29.5 MB) and acceptable CPU usage (an
average of 29.55% and 13.35% for BeagleBone Black and Raspberry Pi 3
nodes, respectively).

An evaluation of hosting platforms for blockchain as a service for IoT
(including cloud and fog computing) was conducted in Ref. [18]. Several
experiments were performed to test the performance of the proposed
system, which runs constrained edge devices as blockchain nodes using
Intel Edison boards and IBM's Bluemix blockchain. The results indicated
that fog computing performs faster than cloud computing with regard to
network latency.

A few papers have contained analyses of the adoption of lightweight
hash functions in blockchain-based IoT systems. For example, a light-
weight hash-based blockchain architecture for Industrial IoT (IIoT) was
proposed in Ref. [8]. This architecture consists of “Cell nodes” as miner
nodes and “Storage nodes” as full nodes, where cell nodes are also
responsible for selecting from a list of lightweight hash functions (called
the lightweight hash list) for block mining, based on the network traffic.
The authors worked on three lightweight hash functions (QUARK,
PHOTON, and SPONGENT), all of which can be implemented in small
areas with low power consumption. The simulation results exhibited
good throughput and security for the selected lightweight hash functions.
The authors stated that the proposed architecture was more suitable for
time-limited scenarios such as IoT monitoring and surveillance applica-
tions. Finally, they argued that if more lightweight hash functions were
developed, the proposed architecture could be employed for various IIoT
applications (which demand a latency of <1 s).

Several papers evaluated the performance of different hash functions
executed on constrained devices [19-21]. For example, the performance
of different hash functions in terms of speed and memory space was
evaluated in Ref. [19]. The examined hash functions included (i) SHA256
and SHA3 candidates; (ii) four lightweight hash functions in different
digest sizes (including QUARK, PHOTON, SPONGENT, and the light-
weight Keccak (Keccak-f [200] and Keccak-f [400])); and (iii) several
blocks cipher-based constructions. The results indicated there was a high
cycle count in lightweight algorithms compared to the other hash func-
tions, while lightweight algorithms with sponge-based construction
exhibited an extreme reduction in RAM usage.

In conclusion, several studies have confirmed that blockchain can
strengthen IoT systems [13,22], because they are immutable, trans-
parent, and redefine trust while offering secure, fast, reliable, and
transparent solutions [22]. In addition, several challenges were identi-
fied that should be considered carefully when performing this integra-
tion. One of the main challenges is meeting the high resource
requirements in blockchain with the constrained architecture of IoT de-
vices [14]. This requires further research to develop and evaluate light-
weight security mechanisms for this sector.

3. Hash functions

In this section, a brief summary of the examined hash functions is
presented, including selected instances of the Secure Hash Algorithm 2
(SHA-2) [23], an SHA-3 candidate called Keccak [24], and a lightweight
hash function named PHOTON [25]. The selected hash functions include
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different features in terms of construction, security, and performance.
Keccak and SHA-2 are both popular hash functions in blockchain-based
currency [8]. Further, both lightweight versions of Keccak and
PHOTON exhibited acceptable performance results compared to other
lightweight hash functions according to some evaluation studies [19,20].

3.1. SHA-2

The SHA-2 is a standardized hash family approved by NIST and
described in FIPS PUB 180-4 [23]. It consists of various algorithms that
are iterative, one-way hash functions that process an input message to
create a condensed representation, termed a message digest. Each algo-
rithm goes through two stages: preprocessing and hash computation.
First, preprocessing involves padding and parsing a message into m-bit
blocks, then setting the initialization values to be used later in the hash
computation process. Second, from the padded message, the hash
computation process produces a message schedule that is used with
functions, constants, and word operations to iteratively produce a series
of hash values. The final hash value created by the hash computation
process is used to define the message digest. The algorithms vary in terms
of blocks sizes, words of data, or message digest sizes; therefore, they
offer a wide range of security levels [23].

As debated in Ref. [26], only SHA-256 and SHA-512 can be consid-
ered original designs out of all the SHA-2 functions, because the others
are variants with different initial hash values and truncated digests.
Therefore, in this work, we examine these two variants of the SHA-2
family. Both algorithms are based on the Merkle-Damgard structure
with a Davies-Meyer compression function. SHA-256 operates on 32-bit
words and processes a message block of 512-bit to produce a digest of
256-bit, providing 128-bit of security against collisions [23]. SHA-512
operates on 64-bit words and processes a message block of 1024-bit to
produce a 512-bit digest, providing 256-bit of security against collisions
[23]. Both algorithms use eight working variables with lengths of 32- and
64-bit in SHA-256 and SHA-512, respectively [23].

The SHA-256 is a popular hash function in cryptocurrency systems and
is the hash used in the Bitcoin system to mine blocks [27]. However, the
Bitcoin SHA-256 is considered insufficiently secure for long-term security
by NIST [28] because it results in a particular hashing problem, termed the
constrained input small output (CISO) problem, which appears in the
Bitcoin mining process. This problem affects the speed and cost of running
the hash and has been examined in several studies [28,29], and this
problem has been thoroughly studied in the submitted SHA-3, or Keccak
[28]. Moreover, SHA-512 is expected to be more critical in the future
(either in high performance computing or in the IoT field) as a result of the
expected emergence of the quantum cryptanalysis threat [26].

3.2. Keccak

Keccak is a family of sponge-based hash functions with seven
different Keccak-f permutations [30]. The sponge construction in hash
functions is an iterative construction for computing a function f with
variable input length and an arbitrary output length using a fixed-length
permutation p running on a fixed number b of bits. It has four basic pa-
rameters: state size b, rate r, capacity c, and digest size n, where b= r+c
[31]. The sponge construction process consists of two phases [31]. The
first is the absorbing phase, which starts by padding the message and
then splitting it into r-bit chunks. These are then XORed into the first r
bits of the internal state, and the phase ends by applying the permutation
P. The second is the squeezing phase, which iteratively returns the first r
bits of the state as output blocks interleaved with permutation P. The
security level of the sponge construction depends on both the capacity c
and digest size n, having a collision resistance of min(2"?, 2¢?) and a
second preimage resistance of min(2", 22y [31].

The Keccak-f permutations, formulated as Keccak-f [b] (where b is the
permutation width) include 25, 50, 100, 200, 400, 800, or 1600 bits [24].
These Keccak-f permutations are iterated constructions composed of a
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sequence of nearly identical rounds, with each round composed of a
sequence of invertible steps, with each step operating on the state. This is
presented as an array of 5x5 lanes with length w € {1, 2, 4, 8, 16, 32, 64}
(b=25w). Moreover, the Keccak parameters include the bitrate r and the
capacity c as Keccak([r, c], where r+c=b and b>c. Another parameter is the
number of rounds nr, which depends on the permutation width b, as
nr=12+4-2¢, where 2¢=b/25. For the same permutation, the security level
can be increased at the expense of speed by trading bitrate for capacity [24].

Keccak was the winner of the SHA-3 competition in 2012, and Kec-
cak-f [1600] was chosen as the standard instance of SHA-3 with n € {224,
256, 384, 512} [32], nr=24, and security level c=2n to provide an
acceptable (second) preimage resistance of 2" [24]. Moreover, it operates
well on 64-bit CPUs because it represents the lane as a 64-bit word [24].
Keccak-f [200] and Keccak-f [400] are considered lightweight alterna-
tives with c=n or c=2n [20].

3.3. PHOTON-n/r/v

PHOTON is a sponge-based lightweight hash function with fixed-key
permutations and a design similar to the advanced encryption standard
(AES), with the aim of increasing overall security [25]. As stated previ-
ously, the sponge construction of hash functions can be defined by the
state size b, rate r, capacity ¢, and digest size n, where b=r+c [20].
However, the PHOTON hash differs from other sponge-like hashes by
having two values of bitrate (one for the input and one for the output)
because it shrinks the latter to improve the preimage resistance [25].
Each variant in the PHOTON family is defined by the hash output size n
(range 80-256 bit), the bitrate of input r, and the bitrate output ¥’ with a
state size b=n+r and capacity c=n. This is written as PHOTON-n/r/r’
[25].

PHOTON hash functions consist of five flavors: PHOTON-80,/20/16,
PHOTON-128/16/16, PHOTON-160/36,/36, PHOTON-224/32/32, and
PHOTON-256/32/32 with internal permutations of P100, P144, P196,
P256, and P288, respectively. Moreover, the PHOTON hash claims a
collision resistance of min{2"V2, 2¢/?}, min{2", 22} for the second-
preimage resistance, and min{2", 2°, max{2""", 223} for the preimage
resistance [25]. Further, it provides different security levels, ranging
from 40-bit to 128-bit collision resistance [25].

The internal permutation P in the PHOTON hash is composed of 12
rounds, each consisting of 4 steps: AddConstants, SubCells, ShiftRows,
and MixColumnsSerial. The AddConstants step is where round constants
are added to the state. The SubCells applies a substitution box (S-box) to
the state, either the 4-bit PRESENT S-box or the 8-bit AES S-box,
depending on the cell size (4 bits in all flavors except for PHOTON-256/
32/32, which uses 8-bit cells). Each row then rotates to the left in the
ShiftRows step. Finally, MixColumnsSerial mixes each column of the
internal state a number of times [25].

4. Implementation

To examine the feasibility of employing blockchain in IoT systems, we
conducted several experiments to evaluate the performance of different
hash functions with various structures and sizes. This section presents the
implementation algorithm in detail.

4.1. Implementation algorithm

The implementation algorithm shown in Algorithm 1 outlines the
procedure of the hash evaluation process for a selected function. It starts
with a message input to be hashed by a hash function X and ends with the
evaluation step, which is based on the cycle count metric.

4.2. Implementation details

In the implementation process, selected hash functions were executed
with hash small messages. Given that this work is testing lightweight
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Algorithm 1: Implementation algorithm

begin
Input Message
Get Message size
Start Cycle counter (t0)

End Cycle counter (t1)

1:
2
3
4
5:  Compute Hash_X (Message, Message size)
6
7:  Compute Cycle counter (t1-t0)

8:

end

cryptography, both 8- and 16-byte messages were tested. The codes were
written in the C language and executed on a Raspberry Pi 4 model B
device (with a 1.5 GHz ARM processor, 1 GB of RAM memory, and 32 GB
of storage) and installed with the 32-bit Raspberry Pi OS. In this exper-
iment, the Raspberry Pi device was used to simulate IoT devices because
of its constrained abilities in power and computing. The implementation
setup consists of an Ethernet-connected Raspberry Pi and a laptop.

Furthermore, the cycle count of each hash function was computed to
obtain the latency of the hash function measured in clock cycles as well as
the throughput (i.e., the hash rate) [35]. The cycle count is considered a
good relative measure to evaluate the performance of hash algorithms
[35]. In this work, the cycle count was computed using the modern retro
console (MRC) which makes the performance counters available to
measure, this was executed through a loadable kernel module (LKM) on
the Raspberry Pi device.

First, for SHA-2 functions, the OpenSSL cryptographic library was
used to execute both SHA-256 and SHA-512 hashes, producing digest
sizes of 256-bit and 512-bit, respectively. Second, for Keccak, the four
SHA-3 instances were examined with an output size of n=c/2 to guar-
antee the acceptable security of (second) preimage resistance of 2", as
mentioned in Section 3.2. In addition, the lightweight versions Keccak-f
[400] and Keccak-f [200] were tested. The former had a message digest
size of 128-bit, a capacity value of 256-bit, and a data rate of 144-bit,
while the latter had a message digest size of 64-bit, a capacity value of
128-bit, and a data rate of 72-bit. Two additional Keccak-f [200] in-
stances were examined with a bitrate value of 40-bit and a capacity value
of 160-bit, one with a digest size of n=c and another with n=c/2. The
Keccak source code was obtained from the GitHub repository [33].
Finally, all five PHOTON instances were tested with message digests of
80, 128, 160, 224, and 256 bits. The PHOTON source code was obtained
from Ref. [34].

5. Results and discussion

In this section, the experiment results are analyzed and illustrated.
For the evaluation criteria, the cycle count metric was computed to
obtain the latency of a certain hash function [35]. The evaluation results
are shown in Table 2 and illustrated in Figs. 1-4. The results are cate-
gorized into four sections: (i) SHA-2 functions with digest sizes of 256
bits and 512 bits; (ii) SHA-3 candidate Keccak with a state size of 1600;
(iii) Keccak-f [b] represents the lightweight Keccak with state sizes of
400 and 200; and (iv) the PHOTON lightweight hash function, each with
its corresponding preimage, second preimage, and collision resistances.

For the first category, SHA-256 outperforms SHA-512 because the
implementation process includes working in a 32-bit environment. For
the sponge-based functions, they exhibited lower performance compared
to the SHA-2 functions. This was expected, as several studies have
emphasized how sponge-based hash functions can have low performance
with regard to cycle count when working with small messages because it
may slow down the squeezing process [25]. In contrast, sponge
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Table 2
Evaluation of hash functions in cycle count.

Blockchain: Research and Applications 2 (2021) 100036

Hash Digest size (bit) Preimage 2nd Preimage Collision resistances Cycle count (8-byte message) Cycle count (16-byte message)
SHA-2
SHA-256 256 256 256 128 46,248 49,792
SHA-512 512 512 512 256 55,143 55,273
Keccak-f [1600]
keccak 224 [r = 1152, ¢ = 448] 224 224 224 112 115,429 116,400
keccak 256 [r = 1088, ¢ = 512] 256 256 256 128 116,653 117,365
keccak 384 [r = 832, ¢ = 768] 384 384 384 192 117,811 117,999
keccak 512 [r = 576, ¢ = 1024] 512 512 512 256 118,590 118,719
Keccak-f[b]
Keccak-f [400] [r = 144, ¢ = 256] 128 128 128 64 114,239 115,391
Keccak-f [200] [r = 72, ¢ = 128] 64 64 64 32 96,717 183,572
Keccak-f [200] [r = 40, ¢ = 160] 80 80 80 40 294,397 465,314
Keccak-f [200] [r = 40, ¢ = 160] 160 80 80 80 480,535 652,098
PHOTON-n/r/r’
PHOTON-80/20/16 80 64 40 40 2,450,356 3,349,360
PHOTON-128/16/16 128 112 64 64 6,098,711 8,090,018
PHOTON-160/36/36 160 124 80 80 4,754,197 6,307,556
PHOTON-224/32/32 224 192 112 112 10,484,827 12,919,409
PHOTON-256/32/32 256 224 128 128 8,779,297 10,643,384
SHA-2
56,000 55,143 55,273
54,000
52,000
49,792
‘€ 50,000
3
o
© 48,000
% 46,248
3 46,000
44,000 |
42,000 |
40,000
SHA-256 SHA-512
m Cycle count (8-byte message) 1 Cycle count (16-byte message)
Fig. 1. Evaluation of SHA-2 in cycle count.
Keccak-f [1600]
119,000 118,590 118,719
. 117,811 117,999
! 117,365
. 117,000 116,400 116,653
3
o
$ 116000 115479
3
“ 115,000
114,000
p—— [S—
keccak_224 keccak_256 keccak_384 keccak_512

m Cycle count (8-byte message)

u Cycle count (16-byte message)

Fig. 2. Evaluation of Keccak-f [1600] hash functions in cycle count.

construction can be an efficient choice when the application focus is to
minimize internal memory size [19,25].

Overall, all Keccak instances produced lower cycle counts compared
to PHOTON. On the one hand, Keccak-f [1600] exhibited cycle counts
ranging from 115k cycles to 118k cycles, resulting in a hashing rate of
approximately 14,428.6 cycles and 14,823.8 cycles per byte (with kec-
cak_224 being the fastest and keccak 512 being the slowest). On the
other hand, Keccak-f [400] demonstrated slightly faster execution
compared to keccak_224, with a hashing rate of approximately 14,279.9
cycles per byte when hashing an 8-byte message. Further, Keccak-f [200]

(with a bitrate of r=72 and a capacity of c=128) had the lowest clock
cycles out of all Keccak instances, producing a hashing rate of approxi-
mately 12,089.6 when hashing an 8-byte message. However, the latter
has a security level of 64-bit, which is considered too low for lightweight
implementations [36].

Additional instances of Keccak-f [200] with a bitrate value of 40-bit
were tested. The results exhibited low hashing speed when hashing
with a variant that had a small value of bitrate r, and offered a higher
level of security. The opposite occurred when working with larger bitrate
values, such as when r=72-bit. In addition, for Keccak-f [200] with a



A. Alfrhan et al.

Blockchain: Research and Applications 2 (2021) 100036

Keccak-f[b]

700,000
600,000
500,000
400,000

300,000

Cycle Count

183,572

200,000
114,239 115,391

100,000 -
0

Keccak-f[400]
[r=144, c=256]

96,717

m Cycle count (8-byte message)

Keccak-f[200]
[r=72,¢=128]

652,098

465,314 280,552

294,397

Keccak-f[200] Keccak-f[200]

Fig. 3. Evaluation of Keccak-f [b] hash functions in cycle count.
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Fig. 4. Evaluation of PHOTON-n/r/r 'hash functions in cycle count.

bitrate of r=40-bit, two digest sizes, n=c/2 and n=c, were examined. The
former exhibited a lower cycle count and a lower security level of 80-bit
message digest size.

For the final category, the PHOTON hash function exhibited the
weakest performance. This was because it had the highest cycle count out
of all the examined hash functions, reaching approximately 1.3 M cycles
per byte when hashing an 8-byte message by PHOTON-224/32/32. On
the contrary, among the PHOTON instances, PHOTON-80/20/16
exhibited the highest performance with a hash rate value of approxi-
mately 306k cycles per byte and claimed security levels of 40-bit for
collision resistance and 64-bit for preimage resistance, which is the least
security level out of all other PHOTON flavors. Finally, PHOTON-256/
32/32 exhibited relatively good performance (for the high security
level it offers) compared to PHOTON-224/32/32.

With regard to message size, both SHA-2 and Keccak hash functions
exhibited slight increases in cycle count when working with larger
messages (except for Keccak variants with a state size of 200) because
they exhibited a significant increase in cycle count. In addition, PHOTON
also exhibited a sharp increase (20%-36%) in clock cycles when hashing
a 16-byte message.

In conclusion, SHA-2 functions exhibited lower cycle counts
compared to the examined dedicated lightweight hash functions, with
SHA-2 providing an optimal security level, this supports the results
presented in Refs. [19,21]. However, the Keccak hash function is
significantly faster than the lightweight hash function PHOTON, the
latter has shown the weakest performance as well in Ref. [20]. Further,
for a similar security level, Keccak offers better performance in terms of
speed. However, the test of lightweight versions of Keccak proved how
the value of bitrate r can severely impact the hashing speed when
working with small messages. Overall, the experiments indicated that

hash execution can be expensive for constrained devices, with even some
dedicated lightweight hash functions achieving a lower performance.
Therefore, with regard to a blockchain architecture in IoT, consortium
blockchain could be more feasible in this scenario, where high resource
devices are responsible for storage (i.e., full nodes) and mining tasks (i.e.,
hash function operations), and resource-constrained IoT devices are not
fully integrated into the blockchain network, working as light nodes that
only store transactional data. Further, as stated in Section 2, a layered
architecture for IoT is recommended, where IoT end devices (i.e., in the
field layer) are kept separate from the blockchain layer.

6. Conclusion

Over recent years, the focus has been shifted to the connected schema
of the IoT, resulting in significant efforts to deliver novel and effective
security solutions. One promising approach is to integrate blockchain
systems with the IoT. Thus, this work presents a numerical study with the
aim of evaluating performance on selected hash functions with various
constructions and security levels. The experiment results indicate that in
terms of hashing speed, SHA-2 functions outperform the sponge-based
hash functions, followed by the lightweight versions of Keccak with a
high bitrate value, which supports the previous studies that have been
highlighted in this work. Further, the presented results confirm the
importance of developing more efficient lightweight hash functions, as
the NIST's lightweight cryptography project suggested [35], which can be
identified as an open issue that needs more investigation. In future work,
we plan to implement a bandwidth-based performance evaluation of
hash functions on multiple connected devices using the new microcon-
troller of Raspberry Pi (Pico).
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